AUTHENTICATED , 
US. GOVERNMENT 
INFORMATION ^ 


OVERSIGHT OF THE FINANCIAL MANAGEMENT 
PRACTICES AT THE DEPARTMENT OF DEFENSE 


HEARING 

BEFORE THE 

SUBCOMMITTEE ON GOA^RNMENT JilANAGEMENT, 
INPORIilATION, AND TECHNOLOGY 

OF THE 

COMMITTEE ON 
GOA^RNMENT REFORM 

HOUSE OF REPRESENTATRH]S 

ONE HUNDRED SIXTH CONGRESS 

FIRST SESSION 

MAY 4, 1999 

Serial No. 106-80 


Printed for the use of the Committee on Government Reform 



Available via the World Wide Web: http://www.gpo.gov/congress/house 
http://www.house.gov/reform 


62-467 CC 


U.S. GOVERNMENT PRINTING OFFICE 
WASHINGTON : 2000 


COMMITTEE ON GOVERNMENT REFORM 


DAN BURTON, Indiana, Chairman 

HENRY A. WAXMAN, California 
TOM LANTOS, California 
ROBERT E. WISE, jR., West Virginia 


BENJAMIN A. GILMAN, New York 
CONSTANCE A. MORELLA, Maryland 
CHRISTOPHER SHAYS, Connecticut 
ILEANA ROS-LEHTINEN, Florida 
JOHN M. McHUGH, New York 
STEPHEN HORN, California 
JOHN L. MICA, Florida 
THOMAS M. DAVIS, Virginia 
DAVID M. McIntosh, Indiana 
MARK E. SOUDER, Indiana 
JOE SCARBOROUGH, Florida 
STEVEN C. LaTOURETTE, Ohio 
MARSHALL “MARK” SANFORD, South 
Carolina 

BOB BARR, Georgia 

DAN MILLER, Florida 

ASA HUTCHINSON, Arkansas 

LEE TERRY, Nebraska 

JUDY BIGGERT, Illinois 

GREG WALDEN, Oregon 

DOUG OSE, California 

PAUL RYAN, Wisconsin 

JOHN T. DOOLITTLE, California 

HELEN CHENOWETH, Idaho 


MAJOR R. OWENS, New York 
EDOLPHUS TOWNS, New York 
PAUL E. KANJORSKI, Pennsylvania 
PATSY T. MINK, Hawaii 
CAROLYN B. MALONEY, New York 
ELEANOR HOLMES NORTON, Washington, 
DC 

CHAKA FATTAH, Pennsylvania 
ELIJAH E. CUMMINGS, Maryland 
DENNIS J. KUCINICH, Ohio 
ROD R. BLAGOJEVICH, Illinois 
DANNY K. DAVIS, Illinois 
JOHN F. TIERNEY, Massachusetts 
JIM TURNER, Texas 
THOMAS H. ALLEN, Maine 
HAROLD E. FORD, jR., Tennessee 
JANICE D. SCHAKOWSKY, Illinois 


BERNARD SANDERS, Vermont 
(Independent) 


Kevin Binger, Staff Director 
Daniel R. Moll, Deputy Staff Director 
David A. Kass, Deputy Counsel and Parliamentarian 
Carla J. Martin, Chief Clerk 
Phil Schiliro, Minority Staff Director 


Subcommittee on Government Management, Information, and Technology 

STEPHEN HORN, California, Chairman 
JUDY BIGGERT, Illinois JIM TURNER, Texas 

THOMAS M. DAVIS, Virginia PAUL E. KANJORSKI, Pennsylvania 

GREG WALDEN, Oregon MAJOR R. OWENS, New York 

DOUG OSE, California PATSY T. MINK, Hawaii 

PAUL RYAN, Wisconsin CAROLYN B. MALONEY, New York 

Ex Officio 

DAN BURTON, Indiana HENRY A. WAXMAN, California 

J. Russell George, Staff Director and Chief Counsel 
Bonnie Heald, Director of Communications ! Professional Staff Member 
Mason Alinger, Clerk 
Faith Weiss, Minority Counsel 


(H) 



CONTENTS 


Page 

Hearing held on May 4, 1999 1 

Statement of: 

Mancuso, Donald, Acting Inspector General, Department of Defense, ac- 
companied by Robert Lieberman, Assistant Inspector General for Audit, 
Department of Defense; Gene Dodaro, Assistant Comptroller General 
for Accounting and Information Management, General Accounting Of- 
fice, accompanied by Lisa Jacobson, Director of Defense Audits, Ac- 
counting and Information Management Division; and William Lynn, 

Under Secretary of Defense, Chief Financial Officer, Department of 
Defense, accompanied by Nelson Toye, Deputy Chief Financial Officer, 


Department of Defense 8 

Letters, statements, et cetera, submitted for the record by: 

Dodaro, Gene, Assistant Comptroller General for Accounting and Infor- 
mation Management, General Accounting Office, prepared statement 

of 43 

Horn, Hon. Stephen, a Representative in Congress from the State of 

California, prepared statement of 3 

Lynn, William, Under Secretary of Defense, Chief Financial Officer, De- 
partment of Defense, prepared statement of 76 

Mancuso, Donald, Acting Inspector General, Department of Defense, pre- 
pared statement of 12 

Turner, Hon. Jim, a Representative in Congress from the State of Texas, 
prepared statement of 6 


(III) 




OVERSIGHT OF THE FINANCIAL MANAGE- 
MENT PRACTICES AT THE DEPARTMENT OF 
DEFENSE 


TUESDAY, MAY 4, 1999 

House of Representatives, 

Subcommittee on Government Management, 
Information, and Technology, 
Committee on Government Reform, 

Washington, DC. 

The subcommittee met, pursuant to notice, at 10 a.m., in room 
2247, Rayburn House Office Building, Hon. Stephen Horn (chair- 
man of the subcommittee) presiding. 

Present: Representatives Horn, Biggert, Ose, and Turner. 

Staff present: J. Russell George, staff director and chief counsel; 
Bonnie Heald, director of communications, professional staff mem- 
ber, Mason Alinger, clerk; Richard Lukas, intern; Faith Weiss, mi- 
nority counsel; and Earley Green, minority staff assistant. 

Mr. Horn. We’re here today to discuss the status of the efforts 
at the Department of Defense to correct long-standing financial 
management problems. Again, in fiscal year 1998, auditors were 
unable to express an opinion on the financial statements of the De- 
partment of Defense or any of its services. Pervasive, crosscutting 
problems continue to plague the Department. 

These weaknesses in financial management result in wasted re- 
sources and undermine the Department of Defense’s ability to man- 
age its annual budget, which exceeds $250 billion. In addition, 
these problems cause inefficiencies and ineffectiveness in the De- 
partment’s management and oversight of approximately $1 trillion 
in assets, assets such as weapon systems, aircraft, vessels and re- 
lated inventory and supplies. 

In our March 31 hearing on the second annual governmentwide 
audit, the Comptroller General, when asked which Federal agency 
had the most significant financial management weaknesses, quick- 
ly responded “DOD, the Department of Defense.” 

This subcommittee has held numerous hearings exploring a wide 
array of issues facing the Department of Defense. We take seri- 
ously the need to resolve these financial management problems, as 
I’m sure the Department of Defense does. 

We will explore these issues in greater detail today. We want to 
know what the Department of Defense is doing to resolve these de- 
ficiencies, both in the short term and in the long term. We need 
to be sure that we have a commitment of the top executives in the 
Department to resolve these issues. 

( 1 ) 
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These problems are severe. We cannot allow them to persist, and 
I’m looking forward to the testimony. 

We have a very fine panel this morning. If we would have it on 
the front of my binder, it would help. We’re going to have essen- 
tially one panel. 

The opening witness will be the Acting Inspector General of De- 
fense, who will be followed by the Assistant Comptroller General, 
the Under Secretary of Defense, and the Chief Financial Officer. 

The routine in this subcommittee as part of the full committee 
is to swear in all witnesses. When we call on you, that statement 
is automatically put in the record in full. What I would like to do 
this morning is give you a great liberality to an oral statement; 
roughly 10 minutes for each principal witness; then, we would like 
to spend the rest of the time on dialog and questioning between 
both sides. 

[The prepared statement of Hon. Stephen Horn follows:] 
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“Department of Defense Financial Management: 
Serious Problems Persist” 


May 4, 1999 

OPENING STATEMENT 
REPRESENTATIVE STEPHEN HORN (R-CA) 

Chairman, Subcommittee on Government Management, 
Information, and Technology 


We are here today to discuss the status of efforts at the Department of Defense to 
correct long-standing financial management problems. Again, in fiscal year 1998 
auditors were unable to express an opinion on the financial statements of the Department 
of Defense, or any of its Services. Pervasive, crosscutting problems continue to plague 
the Department. 

These weaknesses in financial management result in wasted resources and 
undermine the Department of Defense’s ability to manage its annual budget, which 
exceeds $250 billion. In addition, these problems cause inefficiencies and ineffectiveness 
in the Department’s management and oversight of approximately $1 trillion in assets - 
assets such as weapons systems, aircraft, vessels, and related inventory and supplies. 

In our March 3 1 hearing on the second annual govemmentwide audit, the 
Comptroller General, when asked which Federal agency had the most significant financial 
management weaknesses, quickly responded, “DOD, the Department of Defense.” 

This subcommittee has held numerous hearings exploring a v.idc array of issues 
facing the Department of Defense. We take seriously the need to resolve these financial 
management problems. 

We will explore these issues in greater detail today. We want to know what the 
Department of Defense is doing to resolve these deficiencies, both in the short term and in 
the long term. We need to be sure that we have the commitment of the top executives in 
the Department to resolve these issues. These problems are severe, and we cannot allow 
them to persist. 

We welcome our witnesses and look forward to their testimony. 



4 


Mr. Horn. Mr. Turner has joined us. And, Mr. Turner, you’re 
free as ranking member to make an opening statement. You’re just 
in time. 

Mr. Turner. Well, since I’m a little late, I will ask the Chair if 
I can file my opening statement for the record. 

[The prepared statement of Hon. Jim Turner follows:] 



OPENING STATEMENT OF THE HONORABLE JIM TURNER 
GMIT: OVERSIGHT OF DEPARTMENT OF DEFENSE’S FINANCIAL 
MANAGEMENT 
MAY 4, 1999 


I would like to thank the Chairman for holding this important hearing on 
financial management at the Department of Defense. The Department’s 
operations are critical to our nation’s security, and I think all will agree that it is 
crucial for the Department to manage its affairs in a way that adequately accounts 
for its fiinds as well as its assets and liabilities. 

DOD receives more money in annual discretionary funds than any other 
federal agency — with a total budget for fiscal year 1999 of $262.6 billion. Yet, 
the Department’s financial systems represent the single largest obstacle standing 
in the way of the federal government’s efforts to obtain a clean opinion on ite 
consolidated financial statement. It is disappointing that, except for the Military 
Retirement Trust Fund,, every major audit of the Department and its services’ 
accounts imcovered problems with the available financial information — ^problems 
of such significance that the audits could not be completed. 

Recently, the Department has made some encouraging progress. It has 
submitted a biannual financial improvement plan to Congress and confronted 
some of its most serious financial problems with both long-range and short-term 
actions. Nonetheless, a great deal remains to be done, and it will most likely take 
years of sustained effort to address the most serious problems. 

The Defense Finance and Accounting Service (DFAS) in Columbus, Ohio, 

I made $746 million in improper. payments to contractors in 1 998, which means that 
/ defense contractors must return an average of $2 million each day to the federal 
/ government, because the Defense Department unwittingly overpaid them. This 
l^statistic is unacceptable. 
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The magnitude of the problem is iurther evidenced by the fact that the 
Departmentwide financial statement required $1.7 trillion in unsupported 
adjustments before it could be balanced; tens of billions of dollars in “problem” 
disbursements could not be tracked back to the underlying obligations; and the 
Department is incapable of accurately reconciling its accounts with the 
Department of the Treasury account — by a difference of $9.6 billion. 


^ Still further, the Department cannot ensure that it has an accurate 
accounting of its debt obligations. The Air Force found that approximately $4.3 
billion in obligations in its general funds were incorrect or unsupported. 
Discrepancies in unsupported obligations at the Army were so serious that the 
auditors could not quantify the size of the problem. ^ 


Defense Department spending may be beyond authorized limits. For 
example, one of the components of the Air Force may have incurred obligations 
that exceeded its budgetary allocation by as much as $1.1 billion. Conversely, 
financial systems do not provide the Department with accurate information on 
unobligated funds. As a result, the Department concluded this past fiscal year 
with $4.3 billion in authorized budget funds that expired and went unused. These 
types of problems leave the Department open to serious waste, fraud, and abuse. 


Financial problems can affect the Department’s ability to operate 
effectively. The Defense Department owns over $1 trillion in weapons systems, 
inventory, and equipment. The Department’s inability to account for its assets 
affects its capability to manage this property, including its weapons systems. 

The logistical systems responsible for tracking these assets lack the 
sophistication to determine accurately what is owned, to safeguard property from 
deterioration, or to prevent redundant purchases. This reality is evidenced by the 
fact that, as part of its fiscal year 1998 audit, the Army determined that as many as 
53 reconnaissance aircraft, 81 Tow missile launchers, and 174 command-launch 
units were not included in the Army’s computer system designed for tracking 
Army equipment. 


2 
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I have highlighted a few of the most serious problems uncovered by the 
1998 financial audits. Despite the challenges, the Department of Defense is a 
“can-do” organization, and I believe that die Department is committed to 
modernizing and streamlining its. financial management systems and is giving this 
effort the high-level attention that it deserves. 

1 look forward to the testimony and thank the witnesses for being here 

today. 
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Mr. Horn. We will have it filed for the record as if read. We’re 
delighted to see our colleague this morning. It’s sort of a quiet day 
around here, but that will change as the morning goes on. 

So, if you will stand with the people that will also give answers 
behind you, I want everybody sworn in at once. Just raise your 
right hands. 

[Witnesses sworn.] 

Mr. Horn. We have seven witnesses or potential witnesses. 

We will start with Mr. Donald Mancuso, the Acting Inspector 
General, Department of Defense. Mr. Mancuso is accompanied by 
Mr. Robert Lieberman, Assistant Inspector General for Audit, De- 
partment of Defense. 

So, Mr. Mancuso, go ahead. 

STATEMENTS OF DONALD MANCUSO, ACTING INSPECTOR 
GENERAL, DEPARTMENT OF DEFENSE, ACCOMPANIED BY 
ROBERT LIEBERMAN, ASSISTANT INSPECTOR GENERAL FOR 
AUDIT, DEPARTMENT OF DEFENSE; GENE DODARO, ASSIST- 
ANT COMPTROLLER GENERAL FOR ACCOUNTING AND IN- 
FORMATION MANAGEMENT, GENERAL ACCOUNTING OF- 
FICE, ACCOMPANIED BY LISA JACOBSON, DIRECTOR OF DE- 
FENSE AUDITS, ACCOUNTING AND INFORMATION MANAGE- 
MENT DIVISION; AND WILLIAM LYNN, UNDER SECRETARY 
OF DEFENSE, CHIEF FINANCIAL OFFICER, DEPARTMENT OF 
DEFENSE, ACCOMPANIED BY NELSON TOYE, DEPUTY CHIEF 
FINANCIAL OFFICER, DEPARTMENT OF DEFENSE 

Mr. Mancuso. Thank you. Mr. Chairman and members of the 
committee, I appreciate the opportunity to be here today, to discuss 
the significant challenges facing the Department of Defense in the 
financial management area and the progress made since your last 
hearing on these matters just over a year ago. 

I would like to begin by underscoring both the critical importance 
of sound financial management and the unavoidable complexity of 
finance and accounting operations in an organization as large as 
the Department of Defense. The Department is the largest holder 
of U.S. Government physical assets, has the most employees, owns 
the most automated systems, administers the most complicated 
chart of accounts, and manages the most diverse mix of operating 
and business functions of any government agency. 

The end of the cold war and the downsizing of the Defense budg- 
et caused many profound changes in the Department. For example, 
it was evident that administrative processes of all kinds, including 
finance and accounting, in their current forms were neither afford- 
able nor capable of keeping pace with rapidly changing manage- 
ment practices and information technology. 

Likewise, individual DOD components have been allowed to de- 
velop several hundred finance and accounting automated systems, 
whose interoperability among themselves and with nonfinancial 
systems was generally poor. 

In my office’s estimation, achieving full integration of DOD sup- 
port operations, including financial management, is far from com- 
plete. It will require sustained and probably even intensified com- 
mitment by both the Congress and the Department and will cer- 
tainly take several more years. 
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The Department has not been able to comply with the require- 
ments for automated financial statements levied by the Chief Fi- 
nancial Officers Act, the Government Management Reform Act, and 
the Federal Finance Management Improvement Act. The results of 
the audits of the DOD financial statements for fiscal year 1998, 
when viewed solely in terms of audit opinions, were identical to the 
previous poor results. 

My office and the Auditors General of the Army, Navy and Air 
Force issued opinion reports earlier this year. Only the Military Re- 
tirement Trust Fund received an unqualified clean audit opinion. 
Disclaimers of opinion were necessary for the consolidated DOD 
statements, as well as all other major fund statements. 

The Department lacks systems capable of compiling financial re- 
ports that comply with Federal accounting standards and laws, nor 
will those systems be in place for several more years. Much effort 
is being expended, however, to compensate for inadequate systems 
and to achieve improvement. It is likely that one or more of the 
major fund entities below the DOD level will achieve a clean or un- 
qualified opinion during the next 1 to 3 years and various smaller 
entities are likely to do so as well. 

Although such indicators of progress may be good for morale, fa- 
vorable opinions on fragments of the Department’s financial reports 
have limited actual importance if the consolidated statements re- 
main fundamentally flawed. The prospect for favorable audit opin- 
ions on the consolidated DOD financial statements in the near 
term are not good. 

We believe that focusing on audit opinions as the primary indi- 
cator of financial management and improvement may well 
incentivize some Federal managers merely to want to shop around 
for favorable audit opinions on annual statements, instead of focus- 
ing on the usefulness of all financial reports and the adequacy of 
management controls. 

An agency could conceivably develop workaround procedures, ac- 
tually bypassing its official accounting systems, that would function 
well enough to achieve a favorable audit opinion on its consolidated 
financial statements. 

Unfortunately, failure to fix those systems and related control 
weaknesses would leave program managers still unable to rely on 
the various financial reports that they need to conduct day-to-day 
business. Several other sources of insight into the Department’s 
progress should be considered in addition to audit opinions. 

First, the previously mentioned extensive audit reporting pro- 
vides considerable information. Second, numerous action-plan mile- 
stones have been created in an effort begun in mid-1998 by the Of- 
fice of Management and Budget, the General Accounting Office, the 
DOD Chief Financial Officer and my staff to develop sound action 
plans for implementing the new Federal accounting standards. 

Third, progress toward making financial and nonfinancial feeder 
systems compliant with applicable laws, regulations and new ac- 
counting standards is an excellent indicator of how well the system 
deficiencies that are the root cause of inaccurate financial reporting 
are being addressed. 

We recently issued a report that assessed the Biennial Financial 
Management Improvement Plan whose first version was provided 
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by DOD to Congress last September as a response to a tasking in 
the National Defense Authorization Act for fiscal year 1998. We 
concluded that the plan’s focus on systems was very appropriate, 
although much can be done to improve it as a reporting vehicle to 
the Congress. 

Another major step would be to develop more effective internal 
DOD management mechanisms. It is useful to compare the well-fo- 
cused reporting now being regularly provided to senior managers 
and Congress on the Y2K compliance status of several thousand 
DOD systems with the rather unfocused information available an- 
nually on the CFO compliance status of about 200 of those same 
systems. 

As you know, the DOD struggled at first with the year 2000 con- 
version, because definitions of terms like “compliant” and “cer- 
tified” were unclear, but there was insufficient management control 
of the overall program; and many functional managers and com- 
manders initially remained uninvolved. So far the same kinds of 
problems have hampered the financial management system im- 
provement effort. 

We look forward to helping the Department learn from the Y2K 
experience and establish an approach that will allow senior man- 
agers and Congress to know exactly how well each DOD manage- 
ment sector is supporting the DOD system improvement goals. 

Mr. Chairman, my written statement discusses several other 
challenges confronting the DOD financial community in addition to 
financial reporting. I would, however, like to emphasize my concern 
about information assurance. As the recent hacker attack against 
the NATO website and the so-called Melissa virus incident dem- 
onstrated, any automated system may be attacked or misused. 

My office has been working closely with the Defense Information 
Systems Agency and the Defense Finance and Accounting Service 
over the past several years to address this problem. We have 
issued 20 audit reports during the 1990’s on security matters re- 
lated to DFAS and made over 200 recommendations. 

The Defense Criminal Investigative Service, the investigative 
arm of our office, recently established an information infrastructure 
team. This new unit works in partnership with other law enforce- 
ment organizations and the Defense Information Systems Agency 
to react immediately to system penetration incidents involving any 
part of the Department. Additionally, we have a special agent as- 
signed full-time to the FBI National Infrastructure Protection Cen- 
ter. 

Knowing this subcommittee’s leading role in monitoring efforts to 
combat the so-called millennium bug, I also want to emphasize 
we’ve been auditing the DFAS Y2K conversion problem continu- 
ously since mid-1997. DFAS has been responsive to audit advice 
and has made great progress in ensuring that its 41 mission-crit- 
ical systems will be able to function; however, much remains to be 
done. 

Of those, 13 systems missed the 0MB compliance goal of March 
31, 1999; and DFAS still faces formidable challenges in terms of 
ensuring robust end-to-end testing and formulating realistic contin- 
gency plans. 



11 


In summary, the DOD financial management community faces 
major challenges and needs the active support of senior depart- 
mental managers and the Congress. My office will continue to place 
heavy emphasis on DOD finance and accounting operations. We’ll 
be keeping all stakeholders, the Department, Congress, 0MB, and 
the public informed of our audit and investigative results. Thank 
you. 

Mr. Horn. Thank you. You actually have 3 minutes to go. So 
thanks for the rapid summary, it was very good. 

[The prepared statement of Mr. Mancuso follows:] 
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Mr. Chairman and Members of the Subcommittee: 

I appreciate the opportunity to be here today to discuss the 
significant challenges facing the Department of Defense (DoD) in 
the financial management area and the progress made since your 
last hearing on these matters, just over a year ago. 

I would like to begin by underscoring both the critical 
importance of sound financial management and the unavoidable 
complexity of finance and accounting operations in an 
organization as large as the OoO. It is useful to keep in mind 
that the Department is the largest holder of U.S. Government 
physical assets ($1.3 trillion), has the most employees {2.2 
million), owns the most automated systems (28,000), administers 
the most complicated chart of accounts, and manages the most 
diverse mix of operating and business functions of any 
Government agency. 

The average monthly finance and accounting workload includes 
making 9 million personnel payments; processing 2 million 
commercial invoices; paying 675,000 travel settlements; issuing 
550,000 savings bonds; handling 340,000 transportation bills of 
lading; disbursing $22,2 billion; and reporting commitments. 
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obligations, expenditures and other.. data for many thousands of 
accounts . 

A Decade of Change 

The end of the Cold War and the downsizing of the Defense budget 
in the early 1990*^^s caused many profound changes in the DoD. 

For example, it was evident that administrative processes of all 
kinds, including finance and accounting, in their current forms 
were neither affordable nor capable of keeping pace with rapidly 
changing management practices and information technology. 
Likewise, the individual DoD components had been allowed to 
develop several hundred finance and accounting automated 
systems, whose interoperability among themselves and with non- 
financial systems was generally poor. To begin turning this 
situation around, the decision was made to centralize those 
operations and systems in the Defense Finance and Accounting 
Service (DFAS), which was activated in January 1991. Along with 
all other DoD functional communities, the financial management 
activities began a long term effort to reengineer their own 
processes, participate in the reinvention of other DoD 
processes, and develop a new generation of modern and 
interoperable information systems. 
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In my office's estimation, achieving full integration of DoD 
support operations, including financial management, is far from 
complete, will require sustained and probably even intensified 
commitment by both the Congress and the Department, and will 
certainly take several more years. 

During the 1990' s, a combination of factors highlighted many 
longstanding DoD financial management problems and created new 
challenges. Those factors included: 

• the Chief Financial Officers (CFO) Act of 1990 and 
related subsequent legislation that introduced 
commercial type financial reporting requirements, for 
which DoD was entirely unprepared; 

• the dramatic expansion of financial statement 
auditing, which was mandated by the CFO Act and drove 
DoD financial audit coverage from one or two dozen 
workyears in 1989 to over 600 in 1998; and 

• the consolidation of many inefficient and outmoded 
finance and accounting practices into one customer 
funded organization, DFAS, where those inefficiencies 
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were far more visible and .customer dissatisfaction was 

more focused. 

Financial Reporting 

The DoD has not been able to comply with the requirements for 
audited financial statements levied by the Chief Financial 
Officers (CFO) Act of 1990, the Government Management Reform Act 
of 1994 and the Federal Financial Management Improvement Act of 
1996. Its accounting systems were designed mostly for funds 
control, not financial statement reporting. Those systems lack 
integrated, double-entry, transaction-driven general ledgers. 

They cannot produce an audit trail from the occurrence of a 
transaction, through recognition in accounting records, until 
incorporation into financial statement data. There are numerous 
internal control problems in the accounting systems and the non- 
financial "feeder" systems, which are operated by the 
acquisition, logistics and other program management communities 
and provide 80 percent of the financial statement data. These 
and -other fundamental problems have been repeatedly and candidly 
acknowledged in DoD management representation letters, annual 
Secretary of Defense management control assessments and 
congressional hearings, including those held by this 


subcommittee . 
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The financial reporting challenges also include: the steady 
stream of expanded statutory requirements, new and still 
evolving Federal Accounting Standards Advisory Board (FASAB) 
principles, the Administration's goal of unqualified audit 
opinions on the Government-wide Consolidated Statements for 
Fiscal Year 1999, and increasingly detailed Office of Management 
and Budget (0MB) guidance. Each of these has generated very 
significant new workload requirements for the managers who are 
trying to make systems "CFO compliant," for the preparers of 
financial statements, and for the auditors. Because of FASAB 
and 0MB guidance, the number of statements for each reporting 
entity jumped from 3 for FY 1997 to as many as 6 for FY 1998. 

The DoD prepared and we audited financial statements for 11 
reporting entities in FY 1998; no other Federal agency had more 
than four reporting entities, and many had just one. Currently, 
we are working with the Under Secretary of Defense (Comptroller) 
to reconsider the number of separate DoD reporting entities, so 
that the statement preparation and audit workload can be kept 
within reasonable bounds. 

The results of the audits of the DoD financial statements for 
FY 1998, when viewed solely in terms of audit opinions, were 
identical to the previous poor results. My office and the 
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Auditors General of the Army, Navy and Air Force issued opinion 
reports earlier this year. Only the Military Retirement Trust 
Fund received an unqualified "clean" audit opinion. Disclaimers 
of opinion were necessary for the consolidated DoD statements, 
as well as all other major fund statements. 

The DoD continues to lack systems capable of compiling financial 
reports that comply with Federal accounting standards and laws, 
nor will those systems be in place for several more years.. 
Likewise, the labor intensive workarounds currently being used 
to formulate the annual statements are fundamentally 
ineffective, but will not be replaced until more efficient 
automated approaches are feasible. This year, partially because 
of the significantly increased workload and complexity related 
to the new financial statement preparation requirements, DoD 
final statements were more untimely than ever. In addition, a 
record $1.7 trillion of unsupported adjustments were made in 
preparing the statements. In addition to 11 opinion reports, 
the DoD audit community detailed the Department's progress and 
continuing deficiencies in 178 other financial audit reports 
issued between April 1, 1998 and March 31, 1999. Examples are 


summarized in the attachment to this statement. 
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Much effort is being expended to condensate for inadequate 
systems and to achieve improvement. It is fairly likely that 
one or more of the major fund entities belov? the DoD level will 
achieve clean or qualified opinions during the next one to three 
years, and various smaller entities are quite likely to do so as 
well. Although such indicators of progress may be good for 
morale, favorable opinions on fragments of the Department's 
financial reports have very limited actual importance if the 
consolidated statements remain fundamentally flawed. The 
prospects for favorable audit opinions on the consolidated DoD 
financial statements in the near term are not good. 

Measuring Progress 

We believe that focusing on audit opinions as the primary 
indicator of financial management improvement may well 
incentivize some Federal managers merely to . want to shop around 
for favorable audit opinions on annual statements, instead of 
focusing on the usefulness of all financial reports and the 
adequacy of management controls. An agency could conceivably 
develop workaround procedures, actually bypassing its official 
accounting systems, that would function well enough to achieve a 
favorable audit opinion on its consolidated financial 
statements. Unfortunately, failure to fix those accounting 
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systems and related control weaknesses would leave program 
managers still unable to rely on the various financial reports 
that they need to conduct day to day business. We would 
consider the achievement of favorable audit opinions on annual 
financial statements, under those circumstances, to be a 
Pyrrhic victory. 

Several other sources of insight into the Department's progress 
should be considered in addition to audit opinions. First, the 
previously mentioned extensive audit reporting provides 
considerable information. These reports are far from being 
carbon copies of each other. Because their sheer number can 
appear overwhelming, we will continue our past practice of 
issuing, annual summary reports that highlight major deficiencies 
preventing favorable audit opinions on DoD financial statements. 
We . are currently compiling the summary report addressing the 
statements for FY 1.998 and will issue it this summer. 

Second, ..numerous action plan milestones have been created in the 
effort begun by the Office of Management and Budget, General 
Accounting Office, DoD Chief Financial Officer and my staff in 
mid-1998 to :develop sound action plans for implementing the new 
Federal accounting standards. Although not all issues on how to 
interpret and implement the standards have been resolved, the 
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degree of consensus is much broader now than ever before. 

Progress toward meeting the agreed-upon implementation 
milestones can be tracked and we intend to do so closely. 

Third, progress toward making financial and non-financial feeder 
systems compliant with applicable laws, regulations and new 
accounting standards is an excellent indicator of how well the 
system deficiencies that are the root cause of inaccurate 
financial reporting are being addressed. The Federal Financial 
Management Improvement Act of 1996 and the National Defense 
Authorization Act for FY 1998 focused on system improvement. 

The latter Act added a new section to Title 10 that required 
detailed reporting on system status in a DoD Biennial Financial 
Management Improvement Plan. 

Biennial Plan 


My office published an extensive evaluation of the September 
1998 version of the DoD Biennial Financial Management 
Improvement Plan on April 2 , 1999. We concluded that DoD 
had made a valid first attempt to compile the extensive data 
required by law. We strongly support the DoD concept of folding 
all data required on financial management system status by the 
Federal Managers Financial Integrity Act of 1982, the Chief 
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Financial Officers Act of 1890, the Federal Financial Management 
Improvement Act of 1996, and the National Defense Authorization 
Act of 1998 into one publication, the Biennial Plan. We 
understand that the Department intends to update the Biennial 
Plan annually, which will facilitate that consolidation. 

Our report also indicated numerous areas where the first version 
of the Biennial Plan could be improved, both to comply with the 
variety of statutory requirements it is intended to address and 
to become a good tool for managing the financial management 
systems development effort in an intensive and fully integrated 
way. In addition to ensuring that the next version includes 
vital data like interim milestone dates for systems being 
developed or modified to attain compliance, for example, we 
recommended taking a major step toward establishing management 
control over the whole process by requiring written agreements 
between DFAS and owners of non-financial feeder systems. 

Another major step would be to develop more effective management 
oversight mechanisms. It is useful to compare the well focused 
reporting now being provided to senior managers and Congress on 
the Y2K compliance status of several thousand DoD systems with 
the rather unfocused information available on the CFO compliance 
status of about 200 of the same systems. As you know, the DoD 



struggled at first with the Year 2000 conversion because 
definitions of terras like "compliant" and "certified" were 
unclear, there was insufficient management control of the 
overall program and many functional managers and commanders 
initially remained uninvolved. So far, the same kinds of 
problems have hampered the financial management system 
improvement effort. We are pleased, therefore, that the Under 
Secretary of Defense (Comptroller) data call for the next 
Biennial Plan implemented most of our recommendations. We look 
forward to helping the Department learn from the Y2K experience 
and establish a systems management approach that will allow 
senior managers and Congress to know exactly how well each DoD 
management sector is supporting the DoD system improvement 
goals. 

Once a viable status reporting process is established, updates 
should 'be provided as a management tool for the Defense 
Management Council, other oversight groups, DoD Chief Financial 
Officer, DoD Chief Information Officer, and senior managers who 
"own" feeder systems. This information should be reviewed much 
more frequently than annually. We suggest, in other words, that 
the Biennial Plan be used as a catalyst for more visible, 
accountable and effective management of the financial management 
systems improvement effort. Just as Y2K conversion is not a 
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problem that information technologists can solve alone, so too 
is '"CFO compliance" not a goal that DoD accountants can achieve 
without a strong commitment from the rest of the Department., 

Systems Security 

Turning to other challenges confronting the DoD financial 
community, I would like to emphasize my concern about 
information assurance. As the recent hacker attack against the 
NATO website and the so-called Melissa Virus incident 
demonstrated, any automated system may be attacked or misused. 
Motives can include vandalism, sabotage, thrill seeking, 
propaganda, pranks, invasion of privacy and fraud. DoD 
financial systems that process tens of millions of disbursements 
worth nearly $300 billion annually are clearly at risk for 
individuals with any of those motives. 

My office has been working closely with the Defense Information 
Systems Agency and the DFAS over the past several years to 
address this problem. Fortunately, one byproduct of DoD efforts 
to reduce the number of separate financial management systems 
will be somewhat reduced exposure from a security standpoint. 

To minimize risk, however, it is imperative that security 
awareness be stressed, adequate training be provided, periodic 
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security audits be performed for every system and processing 
center, and prudent measures be taken to detect, react to and 
learn from unauthorized intrusions. 

We have issued 20 audit reports during the 1990' s on security 
matters related to DFAS systems and about 185 of our 220 
recommendations to address weaknesses have been implemented. 

Most of the others were made just recently and actions are 
either planned or still ongoing. As demonstrated by those 
numbers, the Department has been quite responsive to audit 
advice . 

The Defense Criminal Investigative Service, the investigative 
arm of my office, recently established an Information 
Infrastructure Team. This new unit works in partnership with 
other law enforcement organizations and DISA to react 
immediately to system penetration incidents. Additionally, we 
have a special agent assigned full time to the FBI National 
Infrastructure Protection Center. 

Year 2000 Conversion 


During FYs 1998 and 1999, supporting the DoD efforts to avoid 
mission disruptions because of the so-called Millenium Bug has 



been my office's top discretionary audit priority. As part of 
the coverage provided in all DoD functional areas, we have been 
auditing the DFAS "Y2K" conversion program continuously since 
mid-i997. DFAS has been responsive to audit advice and has made 
progress in ensuring that its 41 mission-critical systems will 
be able to function; however, much remains to be done. Thirteen 
of those systems missed the 0MB compliance goal of March 31, 

1999. and DFAS still faces formidable challenges in terms of 
ensuring robust end to end testing of its systems, coping with 
the varying degrees of Y2K readiness of non-f inancial systems 
that are linked to DFAS systems, coordinating with the Defense 
computing centers to assure Y2K compliance of the mainframe 
computer platforms on which DFAS depends, and formulating 
realistic contingency plans. 

At the present time, absent any end to end test results, it is 
somewhat premature to make forecasts about Y2K outcomes. I can 
report to you, however, that DFAS has taken the Y2K challenge 
very seriously and has been one of the more innovative and 
aggressive DoD organizations in terms of contingency planning 
and coordination with public and private sector data exchange 
partners. The Deputy Secretary of Defense has made it very 
clear that DoD intends to meet January 2000 payrolls . Recently, 
0MB directed special emphasis on military retirement pay 
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processes to demonstrate Y2K readiness. It is also important, 
of course, to avoid disruptions in payments to suppliers and to 
financial reporting, including the DoD financial statements for 
FY 1999. 


Vulnerability to Fraud 

Numerous factors have contributed to the vulnerability to fraud 
of DoD finance operations. Those factors have included a weak 
internal control environment, staff turbulence and lack of 
sufficient fraud awareness training for finance personnel. 
Congressional hearings in September 1998 before the Senate 
Committee on the Judiciary graphically identified control 
weaknesses and the damage done by a few unscrupulous individuals 
who exploited those weaknesses. 

The DCIS has primary investigative jurisdiction concerning 
allegations of fraud that directly impact the DFAS, including 
fraudulent conduct by contractors and government employees. The 
Military Criminal Investigative Organizations have primary 
investigative jurisdiction concerning allegations of fraud 
pertaining to DFAS services provided at individual military 
installations, as well as pay, allowance and travel fraud 
committed by a civilian employee or Service member of a Military 
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Department. DCIS currently has 84 open investigations involving 
DFAS, 21 of which are theft or embezzlement cases . DCIS efforts 
over the past 5 years have resulted in 73 convictions and 
recovery of $4.9 million from cases related to DFAS operations. 
Examples of recently closed cases are in the attachment to this 
statement. 

We have been working with DFAS to improve the capability to 
detect fraud in DoD finance operations. Since 1994, OIG, DoD, 
auditors and investigators have supported Operation Mongoose, a 
Deputy Secretary of Defense initiative involving the use of 
computer -matching techniques to detect fraud. Problems with 
. data base accuracy have been an inhibiting factor; however, the 
project has been a useful laboratory for determining the 
viability of various matches as internal controls and fraud 
detection tools. 

More recently, ^DCIS has conducted over 60 fraud awareness 
briefings for. DFAS personnel, reaching audiences of about 6,500 
employees and including participation in a DFAS stand down day 
for such training last year. We are working with DFAS on new 
training initiatives specifically addressing vulnerability in 
the vendor pay area and on improving fraud referral procedures. 
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The key to preventing fraud, waste and mismanagement in DoD 
finance operations is improving management controls. Although 
the DFAS candidly reports more material management control 
weaknesses in its annual assurance statements than any other DoD 
component, those disclosures axe. driven by external audit 
findings, not internal self-assessment. The enormous workload 
involved in mandatory financial statement audits has shifted my 
office's audit coverage almost entirely away from the finance 
side of DFAS — where payments .are made — to the accounting side. 

If our coverage priorities were driven solely by risk 
assessment, we would earmark about 50 auditor workyears annually 
for intensive review of internal controls in DFAS personnel and 
contractor pay operations for three to four years, 
systematically covering all centers and operating locations. 

The initial organizational plan for DFAS included provision for 
a strong Office of Internal Review. Pressures to reduce 
personnel strength and overhead costs, as well as lack of 
sustained management emphasis, have prevented the DFAS Office 
of Internal Review from becoming a meaningful factor in the DFAS 
management control structure. Lacking sufficient coverage of 
its most high risk operations from either external or internal 
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auditors, DFAS will remain vulnerable to fraud and other 
problems in those operations, despite the recent commendable 
initiatives on fraud awareness. 

Problem Disbursements 


To maintain proper fiscal control and have reliable information 
on amounts available for obligation and expenditure, DoD needs 
to be able to match disbursements reported to the U.S. Treasury 
with obligations shown in DoD accounting records. 

Unfortunately, the disbursing and accounting functions are 
performed by separate activities, which are not linked in fully 
integrated systems and often are not collocated. Disbursement 
data therefore must "transit" to the accounting stations. 
Excessive delays and errors can occur in recording the 
disbursements in the accounting systems, DFAS uses the term 
"aged intransit disbursements" to denote excessive delays. If 
attempts to match disbursement and obligation data fail, the 
term "problem disbursements" is used. 

The DoD has been working to reduce aged intransit and problem 
disbursements for several years, DFAS reported a decrease in 
aged intransit disbursements from $22.9 billion in June 1997 to 
$9.6 billion in June 1998. DFAS also reported a reduction in 
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problem disbursements from $34.3 billion in June 1993 to 
$11.1 billion in June 1998. Despite those significant 
decreases, unmatched disbursements will remain a DoD financial 
management challenge until fully integrated systems are fielded 
and the backlog of unmatched disbursements is eventually 
eliminated. Until then, the Department must make the best of a 
bad situation and try to minimize its exposure to Antideficiency 
Act violations and undetected improper payments. 

We recently completed an audit of the reporting for aged 
intransit disbursements and problem disbursements between June 
1996 and June 1998. The audit indicated that, while there 
continued to be overall progress, some DoD components were 
actually losing ground and the unmatched disbursements in 
their accounts were increasing. Efforts to match pending 
disbursements to corresponding obligations before making 
payments, commonly referred to as "prevalidating disbursements , " 
have been only partially implemented because significant payment 
delays were encountered when trying to prevalidate all 
disbursements over $2,500 at DFAS Columbus Center. In addition, 
DFAS. needs to improve the accuracy of its reports to senior 
managers and the Comptroller needs to decide whether to enforce 
his policy that currently available funds must be obligated to 
cover certain aged intransit and problem disbursements. Not to 
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do 50 increases the risk of Antideficiency Act violations, which 
carry potential criminal penalties. Obligating funds to cover 
these accounting problems, on the other hand, ties up 2 to 3 
billion dollars that are urgently needed for other purposes and 
therefore some Services and Defense agencies are resistant to 
the policy. This seemingly arcane accounting issue has very 
real- program impact. 

Other Contractor Pay Issues 

During the past year, the Department has stepped up efforts to 
assure appropriation integrity when making progress payments to 
contractors; encourage managers not to add to the accounting 
burden by creating unnecessary extra accounts; and introduce 
mass use of credit cards for purchasing goods and services. 

Tnese significant initiatives' are still new and there has been 
little feeaoac.'. on hew they are progressing. We have not had 
sufficient audit resources available recently to provide an 
independent evaluation. We continue to support all four 
concepts, however, and hope to provide at least some audit 
coverage later in FY 1999 or 2000. 
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Summary 


The DoD financial management community faces major challenges 
and needs the active support of senior Departmental managers 
and the Congress to meet them. The DoD audit and investigative 
communities understand the importance of achieving the 
Deparcraent's goals in this area and the difficulties involved. 
We will continue putting heavy emphasis on DoD finance and 
accounting operations, while keeping all stakeholders — the 
Department, Congress, 0MB and the public — informed of our 
audit and investigative results. Thank you. 
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Selected Audit Reports and 
Criminal Case summaries 


Inspector General, DoD, Audits 

Report No. 99-135/ Trends and Progress in Reducing Problem 
Disbursements and In-Transit Disbursements, April 16/ 1999 . 
Between June 30, 1996 and June 30, 1998, DFAS reported 
that problem disbursements decreased by $1.9 billion to 
$11.1 billion. Aged in-transit disbursements decreased by 
$13.3 billion, from $22,9 billion to $9.6 billion between 
June 30, 1997 and June 30 1998. The Navy, the Air Force, 
and the Marine Corps reported progress in reducing delays in 
properly matching disbursements to corresponding obligations. 
However, no progress was made in reducing aged in-transit 
disbursements and problem disbursements for the Army and some 
Defense agencies. For those entries, aged in-transit 
disbursements increased $0.6 billion between June 1997 and 
June 1998. Because DoD continued to have at least $20.7 billion 
in disbursements that were not properly recorded in accounting 
records, financial statements showing the status of budgetary 
resources were unauditable and may have been materially 
misstated. Risk of over disbursement and Antideficiency Act 
violations remained unacceptably high. In addition, there 
were problems with the accuracy and consistency of data being 
reported to management. 

Report No. 99-128, Computing Security for the Defense Civilian 
Pay System, April 8, 1999 . Because of their sensitive nature, 
the deficiencies discussed in this report were presented in 
general terms. The Defense Finance and Accounting Service and 
Defense Information Systems Agency needed to improve security 
for the Defense Civilian Pay System and the mainframe computer 
platforms on which it runs. This was the second in a series of 
two reports on this subject. 

Report No. 99-123, Assessment of the DoD Biennial Financial 
Manaqem¥i^ Improvement Plan, April 2, 1999 . In the September 
1998 Biennial Plan, DoD made a valid attempt to compile and 
report ail the necessary data on financial management systems. 
The Biennial Plan could be improved if it better identified the 
deficiencies for each financial management system and disclosed 
the remedies, resources, and intermediate target dates necessary 
to bring DoD financial management systems into substantial 
compliance. The Biennial Plan should also identify an overall 
milestone date for all financial management systems to achieve 
full compliance, and should better address the Special Interest 
Items directly related to financial management systems, as 
required by the National Defense Authorization Act for FY 1998. 
The Biennial Plan should also be purged of unsupported opinions 
that have nothing to do with planned actions to overcome 
impediments to financial management improvement. 
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The role of the DoD componerxts other .than the Office of the 
Under Secretary of Defense (Comptroller) in formulating the 
Biennial Plan was limited, underscoring the need for more 
emphasis on a fully integrated management approach. The 
Biennial Plan could be developed into an excellent management 
tool for controlling and reporting on the status of the 
financial management systems improvement effort, but all major 
DoD components need to take an active role in formulating and 
executing the Biennial Plan. 

Report No. 99-097, Internal Controls and Compliance with Laws 
and Regulations for the DoD Agency-wide Financial Statements for 
FY 1998, March 1, 1999 . Internal controls were not adequate to 
ensure that resources were properly managed and accounted for, 
that DoD complied with applicable laws and regulation, and that 
financial statements were free of material misstatements. The 
internal controls did not ensure that adjustments to financial 
data were fully supported and that assets and liabilities were 
properly accounted for and valued. The material weaknesses and 
reportable conditions we identified were also reported in the 
management representation letter for the DoD Agency-wide 
Financial Statements for FY 1998, the DoD Annual Statement of 
Assurance for FY 1998, and the DoD Biennial Financial Management 
Improvement Plan. 

Report No. 99-013, Summary Report on Financial Reporting of 
Government Property in the Custody of Contractors, October 15, 
1998 . This report summaries the weaknesses identified by a 
DoD-wide audit performed by the Inspector General, DoD; Army 
Audit Agency, Naval Audit Service; and Air Force Audit Agency 
on the financial reporting of Government property in the custody 
of contractors. The reported amount of Government property in 
the custody of contractors has remained about $90 billion 
(acquisition value) over the last 3 fiscal years. Since our 
review of the Contract Property Management System and the 
FY 1996 DoD financial statements, financial managers in each 
Military Department have adjusted the way data from the Contract 
Property Management System are used for financial reporting. 
However, the system and the way the data are entered into 
financial statements have not changed. The DoD financial 
statements for FYs 1996 and 1997 did not accurately report 
Government property in the custody of contractors. Although 
the Contract Property Management System does report Government 
property, financial statement requirements are not met because 
the system: does not apply capitalization thresholds; does not 
compute depreciation; does not distinguish between assets of the 
General Fund and the Working Capital Fund? and does not provide 
data in time to meet financial statement reporting milestones. 
The amount of Government property in the custody of contractors 
remains material to the DoD financial statements, and the 
National Defense line on the Government-wide financial 
statements is material to the Consolidated Financial Statements 
of the United States. The inability of DoD to resolve the 
reporting of Government property in the custody of contractors 
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will impede the ability of the DoD and the Federal Government to 
obtain a favorable opinion on future financial statements. 

Report No. 99-028, Major Deficiencies Preventing Favorable Audit 
Opinions on the FY 1997 DoD Financial~StatementS/ October 30T 
1998 ♦ Auditors identified and DoD financial managers 
acknowledged major deficiencies that prevented favorable audit 
opinions on most FY 1997 DoD Financial Statements. The 
overarching deficiency continued to be the lack of adequate 
accounting systems for compiling accurate and reliable financial 
data. Specifically, auditors were unable to render favorable 
audit opinions on the FY 1997 DoD Consolidated Financial 
Statements and supporting financial statements prepared for 
nearly all reporting entities. The reasons were deficient 
accounting systems, insufficient audit trails, delays in 
providing auditors with final versions of the financial 
statements and m.anagement and legal representation letters, lack 
of effective internal management controls, and the consequent 
scope limitations that prevented auditors from auditing material 
lines on the DoD financial statements. Except for the 
unqualified audit opinions rendered on the DoD Military 
Retirement Trust Fund Financial Statements, which accounted for 
10.8 percent of DoD Consolidated assets and 4.4 percent of DoD 
Consolidated revenues in FY 1997, auditors have been disclaiming 
opinions on major DoD financial statements since FY 1988. 

In response DoD financial managers have acknowledged significant 
problems with financial data and have been attempting to correct 
the problems. This report identifies numerous corrective 
actions taken and ongoing initiatives. Although DoD continues 
to evaluate its options for achieving adequate and compliant 
DoD accounting systems, progress in correcting deficiencies in 
accounting systems has been slow and has had mixed results. For 
example, DoD completed deployment of a new accounting system, 
the Corps of Engineers Financial Management System, throughout 
the U.S. Army Corps of Engineers. However, the Defense Property 
Accountability System, which was proposed as the answer to 
unreliable reporting of DoD real and personal property, has 
fallen short of expectations. Until DoD deploys accounting 
systems that comply with the Federal Financial Management 
Improvement Act of 1996, auditors will not be able to perform 
sufficient tests on material financial statement line items to 
warrant favorable audit opinions on the DoD financial 
statements . 


Defense Criminal Investigative Services Cases 

Air Force Staff Sergeant Robert L. Miller, Jr., was convicted 
and sentenced by a general courts-martial to 12 years in prison, 
a dishonorable discharge, reduction in rank to E-1 and 
forfeiture of all pay and allowances. This was a result of 
Miller's theft of 17 U.S. Treasury Checks totaling $436,684 and 
attempted theft of 2 checks totaling $501,851, from the DFAS, 
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Dayton, Ohio, where he was assigned. Miller caused bogus U.S. 
Treasury checks to be issued to Payling Scott, of Atwater, 
California, a co-conspirator, who cashed the checks, kept a 
portion of the funds for herself and sent the remainder to 
Miller. Scott pled guilty to conspiracy and was sentenced to 
3 years probation and ordered to make restitution for her 
portion of the stolen funds. This investigation was worked 
jointly by DCIS and AFOSI. 

Teasa Hutchins, Jr., Fort Myer, Virginia, pled guilty to theft 
of Government funds and was sentenced to 21 months incarceration 
and ordered to pay $168,772 restitution. Hutchins, a former pay 
supervisor in the Finance and Accounting Office, Military 
District of Washington, embezzled approximately $169,000 by 
establishing an account in the name of a fictitious military 
member. Hutchins used the ghost account to effect electronic 
funds transfers to bank accounts owned or controlled by Hutchins 
and a civilian acquaintance. This investigation was worked 
jointly by DCIS and the Army Criminal Investigation Command. 

Argent Research & Recovery, Limited (Argent), Weymouth, 
Massachusetts, was sentenced to 12 months probation, Mathew M. 
Drohan, executive vice president, was sentenced to 48 months 
incarceration. Argent and Drohan were jointly ordered to make 
restitution in the amount of $2,127,481. Raymond J. Keegan, 
Plymouth, Massachusetts, former president and co-owner of 
Argent, pled guilty to two counts of Federal income tax evasion 
and was sentenced to 11 months incarceration, 24 months 
probation and ordered to pay a $3,100 fine. Argent had been 
engaged in the business of identifying Federal, state and local 
government funds that had not been received by the payees, and 
collected the funds for a percentage of the proceeds. Both 
Argent and Drohan were embezzling funds collected from DFAS on 
behalf of payees, Keegan failed to report income derived from 
criminal activity 

Investigation disclosed that checks stolen from DFAS, Columbus, 
Ohio, by a former employee were deposited into fraudulent 
business accounts at several banks. Funds were then withdrawn 
by co-conspirators using false identification. To date, nine 
subjects have been convicted and sentenced to incarceration 
totaling over 103 months, with monetary recoveries of $246,000. 
The longest sentence was meted out to Richard E. Watkins, 
Columbus, Ohio, who pled guilty to conspiracy to commit bank 
fraud and was sentenced to 37 months incarceration and ordered 
to pay $10,000 restitution. 

Sonya R. Fernandez, Santa Ana, California, pled guilty to theft, 
embezzlement and submitting false statements and was sentenced 
to 24 months confinement and ordered to pay. $269, 488 
restitution.. Investigation disclosed that Fernandez failed to 
notify the Government for 10 years of the 1987 death of her 
adoptive father and continued to receive Federal retirement 
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benefits destined for him. DFAS paid over $97,000 of retirement 
benefits that Fernandez illegally converted to her own use. 

Mark J. Krenik, an Air Force Contracting Officer's Technical 
Rei^resentative, at Reese Air Force Base, Texas, created false 
invoices for automated data processing equipment. Due to 
downsizing of his office, he became responsible for generating 
the requirements, placing the orders, certifying delivery, and 
authorizing payments. He opened two accounts at a local bank 
under a fictitious business name and placed himself as sole 
signature authority on the accounts. Eleven Government checks 
totaling $505,941 were deposited to the accounts. The bank 
riotified Federal authorities. Krenik was found guilty of three 
counts of filing false claims, received three years probation, 
was fined and ordered to pay restitution. The entire $505,941 
deposited to the accounts was recovered. Krenik was able to 
accomplish his crime because of little or no oversight on the 
contracts in which he was involved. Consolidation of 
responsibilities of three staff positions and violating the 
internal control principle of separation of duties allowed the 
opportunity for Krenik to develop the scheme to defraud the 
Government. 
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Mr. Horn. We now deal with the General Accounting Office, Mr. 
Gene Dodaro, the Assistant Comptroller General for Accounting 
and Information Management. He is accompanied by Ms. Lisa 
Jacobson, the Director of Defense Audits, same division. 

Mr. Dodaro. 

Mr. Dodaro. Thank you, Mr. Chairman. Good morning to you. 
Congressman Turner, Congressman Ose. We appreciate the oppor- 
tunity to be here today to talk about the need to strengthen finan- 
cial management at the Department of Defense. 

A few weeks ago, I was before this committee and we were talk- 
ing about the major challenges confronting the Federal Govern- 
ment in receiving a positive opinion on the consolidated statements 
of the Federal Government. DOD represents a significant portion 
of its assets and liabilities. And, indeed, over half of all discre- 
tionary spending of the Federal Government. Addressing the finan- 
cial management weaknesses at the Department of Defense is an 
integral part of achieving the administration’s goal of having an 
unqualified or clean opinion on the financial report of the entire 
Federal Government. 

Equally as important, however, if not more critical, is the need 
to strengthen financial management at the Department to better 
demonstrate accountability over billions of taxpayer dollars and 
also to provide more reliable and timely information in order to 
manage the Department’s vast operations more efficiently. The De- 
partment recognizes these potential benefits, and I’m pleased to re- 
port this year that they’ve accelerated their efforts to address these 
problems that have been plaguing them for a number of years. 

But we also need to recognize that these problems are pervasive. 
They’re serious, and they need to be corrected in a very large de- 
centralized organization. As a result, it’s going to take time. It’s 
going to take a lot of effort, and it will take dedicated top-level at- 
tention in the Department similar to, as Mr. Mancuso mentioned, 
the effort being put forward on the year 2000 problem, to really 
make some progress. 

Now, while the challenges are great at improving financial man- 
agement at DOD, so are the potential benefits. No. 1, improving fi- 
nancial management over at the Department of Defense would help 
address known inefficiencies that are draining resources away from 
readiness and other priorities, such as modernizing weapons sys- 
tems. 

For example, it’s widely recognized that problems in having ade- 
quate visibility over assets has led to greatly increased costs of 
military operations such as Desert Storm. 

It’s also well known and well documented that inventories are in- 
complete and not accurate at the Department and, as a result, this 
is a contributing factor to hundreds of millions of dollars in uneco- 
nomical purchases and also has an impact on readiness. 

Also good financial management information is really a critical 
foundation to identifying and implementing other management re- 
forms. For example, questions have been raised about the cost sav- 
ings occurring from base closures because of the lack of good histor- 
ical data at the Department. 

Now, when we look at this, we always see that savings indeed 
happen, but the timing of when the savings occur and the exact 
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amount to be saved always do not come to pass because of the dif- 
ficulty in making the estimates. Also when the Department com- 
pares its internal operations to those of the private sector in arriv- 
ing at decisions on outsourcing options, it’s difficult to make a deci- 
sion if you’re a Department manager on what’s the most economi- 
cal option to pursue because there’s not good historical information 
on the costs of their operations. 

And it is also well recognized within the Department that the 
cost accounting systems to track life-cycle costs of weapon systems 
are not what they need to be, and they need to be improved. Third, 
there’s a need to make sure there’s better financial management to 
track the status of budget resources. 

There was approximately over $9 billion of differences this past 
year between DOD’s records and the Department of Treasury’s 
records. And you can well imagine what the significance of that 
would be if you’re trying to balance your own checkbook with that 
of a bank. And, indeed, not balancing results in some difficulties. 
For example, during the 1998 audit, the auditors came across a de- 
posit that the Army had made in 1991, 7 years earlier, that was 
supposed to be an over $2 million deposit in the bank. Well, the 
bank, because of an error, only recorded that deposit at less than 
$3,500. 

So until the reconciliations got started, this went undetected for 
a 7-year period. Once it was discovered, the bank repaid the Fed- 
eral Government the $2.1 million plus $640,000 of interest; but 
during that 7-year period, the government was deprived of this 
money. And as most of you know during many of those years, we 
were borrowing to fund the general operations of the government. 
So the need to do these reconcilations is very important. 

Also, audits have discovered where sometimes budget authority 
might lapse. There are budget resources that are encumbered or 
obligated that may not be deobligated and used for other sources, 
and in still other instances, there are some concerns whether or not 
the Department has exceeded budget limits that have been set by 
the Congress. So this whole area is one where better financial man- 
agement would lead to sound budget integrity which is one of the 
key goals of the CFO Act. 

Now, the Department recognizes the importance of these prob- 
lems and this past year has accelerated its effort, put more re- 
sources on it. We’re having a very constructive dialog, as Mr. 
Mancuso outlined, coming up with short-term plans, as well as 
highlighting some of the longer-term issues that need to be dealt 
with. 

Now in the short term, what needs to be done? No. 1, the data 
in the existing systems the Department is using needs to be better 
in terms of being cleaned up, and following control procedures that 
aren’t followed. The existing systems could produce better informa- 
tion as the Department focuses on implementing procedures that 
are in place or making some modifications to those procedures. 

Second, accounting standards are in place across the Federal 
Government. The Department has not yet fully implemented, then 
for example, in the environmental disposal area. They need to im- 
plement those standards; they’re worlong on that. But those need 
to be put in place and procedures followed. The Department also 
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needs to balance its checkbook with the Treasury Department. 
That needs to be cleaned up, because every day billions of dollars 
are spent. 

If these records are not cleaned up from the beginning, they’re 
just going to snowball and have a cumulative effect of never being 
able to be unraveled over time. 

Also the Department needs to have better financial management 
training for its employees. The requirements for Federal financial 
management have heen increased through the CFO Act and other 
mandates that the Congress has legislated to achieve financial 
management reform, but there needs to be commensurate training 
that for the financial management work force in the Department. 
We made some recommendations along those lines for minimum 
training requirements. Training needs to be revamped. 

One of the key goals of the CFO Act was to upgrade the quali- 
fications of financial management personnel across the govern- 
ment. That needs to be done in order for these changes to come to 
fruition. Also in addressing the long term, the Department had a 
major step this past year in issuing its first biennial financial man- 
agement improvement plan. That plan was a good start. For the 
first time DOD recognized that systems, other than just the finance 
and accounting systems, need to be revamped. Such as logistics 
systems that are used to track inventories, and property manage- 
ment systems. Indeed, 80 percent of the information to prepare the 
financial statements comes from outside the financial sphere, and 
so they need to involve people across the Department. 

This plan begins that process. They’ve also committed to update 
this plan annually, which is a good step forward. And we’ve made 
some recommendations, as they do that, to incorporate more re- 
quirements into that plan to make sure that they, indeed, do in the 
new systems that are developed have — first of all, a smooth transi- 
tion from the existing systems to their new environment in the fu- 
ture; that they build in requirements to have data integrity in the 
new systems so you don’t just have modern updated systems but 
still have the data integrity problems because they’re not following 
procedures; and they really need to improve their activities to im- 
plement information technology reform, and embody the Clinger, 
Cohen amendments that the Congress has levied in 1996 to de- 
velop IT investments in modular projects to have good cost invest- 
ment, disciplined processes. 

The Department is committed to put in place the requirements 
of that legislation, but it’s yet to fully implement them. That will 
be very important if the Department is ever going to have modern 
management systems that will work effectively and produce all the 
requirements. 

In closing, let me commend this committee for its diligent over- 
sight in this area. It’s really the series of hearings that have been 
held over the past few years on DOD financial management that 
have been very important to helping stimulate and encourage the 
type of constructive dialog we’ve had with the Department. And we 
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look forward to continuing to work with this committee and with 
DOD in really making financial management reform a day-to-day 
reality at the Department. 

Thank you very much. I would he happy to answer questions 
after all the witnesses have given their statement. 

[The prepared statement of Mr. Dodaro follows:] 
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Mr. Chairman and Members of the Subcommitiee: 

I appreciate the oppomanity to discuss the st^s of nnanctal management at the Department of 
Defense (DOD). This discussion is paiticul^y umely in light of our recent report^ on the fiscal 
year 1998 Finandai Report of the U.S. Govemm^H- Materia! finaneid management deficiencies 
identified at DOD, taken together, represent the single larg^t obstacle that must be effectively 
addressed to achieve an unqualified opinion on the UJS. government's consolidated financial 
statements. DOD’s vast operaUons — with an estimated $1 trillion in assets, ne^ly SI trillion in 
liabilities, and a net cost of operations of $280 billion in fiscal year i 998-have a tremendous 
impact on the government's consolidated reporting. 

DOD has created and maintains the world's most powerful fighting force and its effectiveness in 
protecting the safety and security of our nation and national interests is unparalleled. Yet, without 
more reliable financial and other management inform^on, DOD cannot ensure adequate 
accountability to the President, the Congress, and the American public. In addition, 
decisionmakers and managers are deprived of valuable tools to control costs and address pressing 
management issues that drain resources that could be better used to incre^e readiness and meet 
other priorities, such as weapon systems modernization. 

While in the past we have questioned the department's commitment to fixing these long-standing 
piobiems, DOD has started to devote additional resources to correct its financial management 
weaknesses. The atmosphere of "business as usual" at DOD has changed to one of marked effort at 
re^ refonn. DOD Is woriring on short-term actions to improve fiDanciai accountability and to help 
support the President's goal of obtaining an unqualified opinion on the federtd govemmem's 
financial statements. In atkiition, IX)D has r«tenUy submitted to the Congress a Biennial Financial 
Management improvement Plan. This plan presents, for the first time, the department's strategies, 
including a concept of operations for modernizing its financial management activities. The plan, 
which DOD has now committed to updating annually, is an ambitious undertaking tiiat represents 
sxi important step toward long-term improvements. 

These initiatives are ail very important steps in the ri^t direction, but it is essential to keq> in mind 
the magnitude of DOD's financial management pre^ems. These problems are peivasive and 
entrenched in an extremely large decentralized organization. It will take considerable effort, time, 
and sustained top mant^ement attention to turn reform efforts into day-to-day management reality. 

No major part of DOD has beer able to pass the test of an ind^ndent audit: auditors consistently 
have issued disclaimers of opinion because of pervasive weaknesses in DOD's financial 
management operations. Such problems led us in 1995 to put DOD financial management on our 
list of high-risk areas vulnerable to waste, fraud, abuse, and mismanagement, a designation that 
continued in our recent high-risk update.^ The audits of DOD's and individual military services* 
financial statements for fiscal year 1 998 performed by the DOD Inspector General (IG) and the 
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military service audit agencies, as well as our audit of the U.S. government's flnancial statements, 
have provided hirther clarification of the scope and magnitude of the Department's problems, and 
recommendations to correct them. 

My testimony outlines DOD’s most serious financial management weaknesses, describes the 
resulting impact on the department’s ability to eff^veiy carry out its programs and operations, 
and highlights the efforts underway to address these deficiencies. These actions must be 
implemented effectively for DOD to be able to: 

• properly account for and report ( 1 ) billions of dollars of inventory and property, plant, and 
equipment, and (2) national defense assets, primarily weapon systems and support equipment; 

• estimate and report material amounts of environmental and disposal liabilities and their related 
costs; 

• determine the liability associated with post-retirement health benefits for military employees; 

• accurately report the net costs of its operations; 

• produce accurate budget data; and 

• determine the full extent of improper payments. 

Short-term improvement strategies for DOD are imperative. Also, enhancements are needed in 
updating DOD*s Financial Management In^rovement Plan — its long-term blueprint for financial 
management reform. 

CONTROL AND ACCOUNTABILITY 
OVER ASSETS IMPAIRED 


As discussed in our recent report on the fiscal year 1998 consolidated financial statements, the 
federal government— one of the world's largest holders of physical assets-does not have accurate 
information about the amount of assets held to support its domestic and global operations. DOD 
primarily relies on various logistical systems to carry out its important stewardship responsibility 
over an estimated SI trillion in physical assets, ranging from enormous inventories of ammunition, 
stockpile materials, and other military items to buildings and facilities to multimillion dollar 
weapon systems. These logistics systems are the primary source of information for (1) maintaining 
visibility over assets to meet military objectives and readiness goals and (2) financial reporting. 
However, as we testified last year,^ these systems have material weaknesses that, in addition to 
hampering central visibility and financial reporting, impair DOD's ability to safeguard those assets 
from physical deterioration, theft, or loss, or to prevent the purchase of assets already on hand in 
sufficient quantities. 

Overall, these weaknesses can seriously diminish the efficiency and economy of the military 
services' support operations. For example, as noted in our recent report,"* DOD's lessons-leamed 


^ Department of Defense: Financial Audits Highlight Continuing Challenges lo Correct Serious Financial Management 
Problems lGAO/T-AlMD/NSIAD-98-158. Apnl 16. 1998). 

4 

Defense Inventtyv; DOD Could Improve Total Asset Visibility Program With Results Act Framework (GAO/NSIAD- 
99-40, April 12. 1999). 


2 



46 


studies from Operation Desert Storm found that better asset tracking could have saved $2 billion, 
in response to this problem, the department initiated programs or renewed its emphasis on 
implementing existing measures that would improve asset visibility and treking. The Global 
Combat Support System (GCSS). led by the Defense information Systems Agency, was est^lished 
in September 1995 to re-engineer processes and procedures and provide a technological l^e, 
including a common environment and shared infrastnKJture needed to rapidly deploy support to the 
warfighter. £n addition, DOD renewed its Total Asset Visibility (TAV) initiative to provide 
department-level access to timely, accurate information on the status, location, and movement of 
units, personnel, equipment and supplies-including weapon systems, secondary inventory,^ wd 
ammunition. The effectiveness of these programs in achieving their common objectives of 
supporting the warfighter will depend on the accuracy and timeliness of information provided by 
the underlying systems. 

As discussed in the following sections, because DOD’s asset accountability systems and processes 
remain largely unchanged since last year, audit findings continue to indicate serious weaknesses in 
conirois over inventory; general prof^ny, plant and equipment; and national defense assets. 

Continuing Control Weaknesses Over Inventory 

As part of the fiscal year 1998 financial statement audits, auditors contiauai to find that DOD's 
inventory management and ccaitroi systems and practices are plagued with serious problems that 
affect its ability to maintain accurate and complete inventory data- DOD inventory* inciuttes 
ammunition (such as m^hine gun cartridges, rocket motom, and grenades), repairable items (such 
as navigational computo^, lading gear, and hydraulic pumps), consumables (such as clothing, 
bolts, and medical supplies), and stockpile materials (such as industrial diamonds, rubber, and 
tungsten). DOD's inability to effectively account for and control its reported S 1 22 billion 
investment in inventories has been an ongoing area of major concern. Audit findings for fiscal year 
1998 include problems in verifying inventory quantities and value, reporting all inventory, and 
accounting for in-transit inventory. The sheer volume of DOD’s on-hand inventories also impedes 
the Department’s efforts to accumulate and rejK)ri accurate inventory data. 

On-hand Quantities Not in Agreement With Records . The Defense Logistic Agency (DLA) 
distribution depots’ inventory records, which account for approximately 75 percent of DOD’^s 
reported inventory, supply much of the information, for management and financial reporting. Over 
the years, auditors have repeatedly found pixAlems with the accuracy of DOD’s perpetual inventory 
records, although recent improvements in reported accuracy rates have been not^. Fewr example, 
for ! 996, the DOD 10 reported a 24 percent error rate at DOD’s primary storage locations’ and, for 
1997, Navy auditors reported a 23 percent error rate for the 13 major storage locations they 


^Second^ inventory incitjclw spare parts. cioUiing, and medical siqjplies to support DOD operating forces woridwids. 

^Sfateraem of Federal Financial Accounting Standarfs Na 3 defines several categwies of inventory. DOD priir,ariiy has 
inw!n!(»y held for sale, operaiing materials and supplies, and ^ockpiie matsnaJs. For purposes of this tesumony, we refer 
to ail categories as inventory. 

’ inventory ReCQEii Accaracv_aiul Management Controls at the Defense Logistics Ageticv Distribution Dax-ts (DOD IG 
Report 98-019. November 10, 1997). 
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visited.® For 1998, preliminary reajits from Navy audiU}rs’ tests showed an improved eiror rate of 
14 percent for the 18 locations visited. Navy officials attributed much of the improvement in 
inventory record ^curacy to extensive rew^i^tousi!^ — a w^l-to-wail physical inventory done to 
facilitate conveision to a new logistics system. Howev^, preliminary results of tests we conducted 
for 1998, identified control weaicnesses that Indicate DOD’s reported rates cannot be relied upon to 
provide a true measure of physical inventory accm^y. 

As pm of our audit effort for the fiscal year 1998 financial statements, we evaluated DOD 
procedures for verifying the accuracy of its perpetual inventory records and found si^ificant 
weaknesses. We have provided our draft report on these issues to DOD officials for dieir review 
and comment prior to its release. Althcmgh DLA est^Iished a record accuracy goal of 95 percent 
for fiscal year 1998, we found that, at the 14 distributions depots we visited, reported accuracy rates 
fell below that goal. For fiscal year 1998 counts, only 2 depots had inventory ^cur^y rattss above 
90 percent, In addition, several significant conird vreaknesses in the inventory count process 
affected the integrity of the counts and these accuracy rates. For example, at of the depots we 
visited, counters could access the inventory system to determine the expected number of inventor 
items on hand. At one depot, we observed counters obtaining system quantities for some of the 
sample items and recording these amounts as the physical count for the items. When we requested 
an actual physical count of these items, all had variances. One of the items — night image 
iniensifiers, a controlled item^ commonly referred to as “night vision goggles” with a unit price 
about $1300 — had a variance of 1,018 items, which recited in a $1.3 million loss adjustment to the 
inwniory records. 

In addition, at many de|X)ts. warehouse personnel — whose duties include stming, rewarehousing, 
and issuing items — were used to perform mventory counts of these items. Because diese 
w^diouse personnel had such dual responsibilities, this arrangement did not ensure adequate 
segregation of duties. These physical count weaknesses prevented DOD’s reported accuracy rates 
from providing a reliable measure of its record accuracy and, as a result, DOD cannot be assured 
that ( 1 ) inventory it has paid for has been received, (2) inventory is not subject to theft, and (3) 
inventory balances used to determine requirements reflect all acquired and on-hand quantities. 

We'also noted that DLA’s current sampling methodology could be improved. The sample process 
used in fiscal year 1998 considered each type of item equally in selecting those to be physically 
counted. For example, an error for a S 1 item was counted the same as an error for a SSO.OOO item 
and common hardware items were counted the same as controlled items. In addition, this sample 
process results in the selection of more items representing insignificant dollar amounts. For 
example, at one location, an estimated $49.5 million of items were counted out of a total of the 
reported S4.5 billion of items on hand, ^counting for about 1 percent of the total inventory stored 
there. This type of sampling and the resulting accuracy rates do not give management the 
oppor^ity to respond appropriately to errors that reflect more serious prt^lems in accountability 



Conimlled inveRiojy itenu are those designated as having chatacKhstics that require Um they be ideiuified, as»ounted 
for. secured, segregated, or haidled in a special manner to ensure thea safeguard or integrity, they include classified, 
sensitive, and pilfer^le items. 
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over high dollar or more sensiiive. controlled items. Our draft report on inventory accuracy 
includes specific recommendations to address the weaknesses identified. 

Inventory Values Questionable. Federal accounting standards require inventories to be valued 
based on historical cost or a method that will approximate historical cost. Further, excess, 
unserviceable, or obsolete inventory is required to be written down to net realizable value. 

Valuation at historical cost is particularly important to capture the cost of operations of the supply 
funds, which are required to recover their inventory and overhead costs through the prices they 
charge their internal customers. However, DOD values its inventories at standard cost or latest 
acquisition cost and does not capture the data necessary to value inventory at historical cost. 

As a result, DOD developed an agencywide model in 1994 for the purpose of estimating historical 
cost for inventories. The valuation model uses general ledger data to adjust recorded inventory 
values to arrive at an estimate of historical costs and to calculate costs of goods sold. However, due 
to concerns about the accuracy of general ledger data, and weak internal control over the 
development and operation of the valuation model, auditors have been unable to evaluate the 
effectiveness of the model, or the estimates of historical cost and cost of goods sold. 

Frequent, large adjustments raise concern about the accuracy of general ledger data used in the 
valuation model. For example, according to DOD IG preliminary results, DOD recorded over $30 
billion of individual gain and loss adjustments for fiscal year 1998 to bring the value of inventory 
in the general ledger into agreement with the value of inventory in the supply activities’ logistical 
records. Most of these adjusiinenis were made without sufficient investigation to determine the 
underlying causes of differences. Further, to minimize fluctuations in operating results, DOD is 
reluctant to treat these adjustments as current period gains and losses. However, such treatment 
does not comply with accounting standards because it defers recognition of gains and losses from 
activities such as inventory counts, rewarehousing of inventory, and shipping transactions and, 
therefore, results in a misstatement of inventory and cost of operations. 


In addition to concerns about the accuracy of the data used in the model, insufficient controls 
surrounding the development and operation of the valuation mode) have resulted in application 
errors, and further misstatements of reported inventory and cost of goods sold. During 1997, DFAS 
identified a $3.9 billion error in how the model was applied to Navy’s fiscal year 1996 inventory 
balances, resulting in an understatement in reported inventory by the same amount. In 1998, Navy 
auditors discovered an error in a 1997 calculation of estimated repair costs chat resulted in a $2.3 
billion overstatement of reported fiscal year 1997 cost of goods sold. Fiscal year 1998 preliminary 
audit results indicate that an application error in a reversing entry resulted in an overstatement of 
Navy’s reported inventory of $420 million. 

DOD’s reported $62.5 billion of operating materials and supplies for fiscal year 1998, including 
ammunition, were also not valued properly at historical cost, or net realizable value, as required. 

For example, the Air Force has acknov/ledged that an estimated $28 billion in operating materials 
and supplies are inappropriately valued at latest acquisition cost. Army also reported about $20 
billion of ammunition at latest acquisition cost and indicated that almost none of this ammunition 
was excess, unserviceable, or obsolete. Similarly, Navy reported over $ 1 1 billion of ammunition 
without identifying any as excess, unserviceable, or obsolete. However, we have previously 
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reported that in 1996 about 39 percent of DOD’s total ammunition stockpile was excess and that 
about 27 percent was unserviceable. 

Inventories Not Reported . Our report on our audit of the fiscal year 1997 government financial 
statements disclosed that an estimated $9 billion of known military operating materials Mid supplies 
were not reported, including inventories on Anny installations, at Navy facilities, and on Navy 
ships.’ ’ Similarly, fiscal year 1998 financial statement audit work found that DOD generally 
excludes information in several inventory account^ility systems from financial reports, including 
reports provided to Congress on inventory levels, and from overall visibility systems. For example, 
Navy omissions, which primarily relate to spare and repair parts, included an estimated (1) $9 
billion in items warehoused onboard ships, (2) $3 billion of inventory items held by engineering 
and ordnance activities, and (3) $650 million of items at redistribution centers. In addition, an 
estimated $19 billion of government owned material held by contractors is omitted from inventory 
reports provided to the Congress. These kinds of omissions adversely affected the Department’s 
financial reporting and its reporting to the Congress on inventory reductions. Further, the lack of 
complete visibility over inventories increases the risk that responsible inventory item managers 
may request funds to obtain additional, unnecessary items that may be on-hand but not reported. 

For example, in February 1 997, we reported that DOD had ordered $11.3 million in items such as 
hydraulic pump valves and circuit card assemblies that were already in excess supply.’^ 

In-transit Inventories . The vulnerability of in-transit inventory to waste, fraud, and abuse is another 
area of concern. Similar to last year’s results, auditors were not able to confirm the in-transit 
inventory, which are included in the reported overall Inventory balance on hand. . For example, 
auditors could not determine the reasonableness of almost $600 million of Army’s reported 
inventory in-transit from procurement. In addition, preliminary audit results indicate that the 
Navy’s reported in-transit inventory differed from subsidiary records by about $2 billion and that 
the Navy had not determined the cause for the difference between the detail records and the 
reported amount. Wc also recently testified on Navy’s problems with controlling in-transit items. 
Specifically, we reported that Navy activities were not adhering to control procedures to ensure that 
in-transit items are accounted for and that responsible commands had not been performing adequate 
oversight. As a result, the Navy wrote off as lost over $3 billion of in-transit inventory over the last 
3 years, including some classified and sensitive items such as aircraft guided-missile launchers, 
military night vision devices, and communications equipment. This lack of control leaves 
enormous amounts of inventory at risk of undetected theft or misplacement. 


”^ Defense Ammunition; Significant Problems Left Unattended Will Get Worse (GAO/NSlAD-96-129. June 21. 1996). 

’’ Financial Audit: 1997 ConsolidaKd Financial Stoiements of the United Stat es Government (GAO/AIMD-98-127, 
March 31. 1998). 

’^ Defense Logistics: Much of the Inventory Exceeds Current Needs (GAO/NSIAD-97-7I, February 28, 1997). 

’^ Defense Inventory: Continuing Challenges in Managing Inventories and Avoiding Adverse Operational Effects 
(GAO/T-NSIAD.99-83, February 25, 1999). 
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Exccss lnventories . The sheer size and volume of DOD’s on-hand inventories also impedes the 
Department’s efforts to accumulate and report inventory data. We reported in our January 

1999 high-risk report on defense inventory man^ement that the department needs to avoid 
burdening its supply system with large unneeded inventories.’'^ In April 1999, we reported’^ that 
about 60 percent of on-hand items, or an estimated $39.4 billion of DOD's reported secondary 
inventory, exceeded DOD's requirements. The DOD IG has also reported’^ that about $3 billion of 
DLA's reported $9.8 billion of consumable inventory was inactive and of uncertain future utility. 

As a result, DOD is incurring unneeded inventory holding costs. In 1997, we estimated’^ that the 
military services could save about $382 million annually in inventory holding costs by eliminating 
inventory at nonmajor locations ih^ is not needed to meet current requirements. DOD has also 
acknowledged the need to reduce its inventories and has established goals to reduce supply 
inventory by $12 billion by 2000. 

Short-term Improvements Underway. To begin addressing the inventory accuracy issues raised by 
financial statement audits, in March 1999. the Principal Deputy Under Secretary of Defense 
tAcquisilion and Technology) directed the military services and the Defense Logistics Agency to 
evaluate how all transactions impacting inventory are processed into financial management 
systems, determine the sources and causes of processing errors, and develop a remedial plan for 
correcting those errors. The military services and DLA are tasked with ensuring that changes and 
corrective actions are implemented by September 30, !999. Further, the Comptroller and the 
Under Secretary of Defense for Acquisition and Technology have committed to (1) improve 
DOD’s physical count procedures to address the weaknesses we identified, (2) implement risk- 
based physical inventory measures that demonstrate a greater concern for sensitive items and high 
dollar items, (3) work with DFAS and the audit community to determine the proper treatment of 
inventory gains and losses, (4) continue refining current formulas for valuing inventory at historical 
cost, and (5) develop procedures to properly account for and report operating materials and 
supplies. 
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Major Managemgrit Challenges and Program_Risks:_Depafunem of Defense (OAO/OCG.^.4, January 1999). 

' ^Defense In vemorv: Status of Inventor.' and Purchases and Their Relationship ic Current Needs (GAO/NSlAD-99-60, 
Apnl 16, 1999). 

^^ Valuauon and Preseniauon of Inactive Ipyentorv on the FY 1997 Defense Logistics Agency Working Capital Fund 
Financial Statements (DOD IG Report 98-195. August 27, 1998). 

' ^ Defense inventory: Spare and Repair Parts Inventory Costs Can be Reduced fGAO/NSIAD-97-47. January 17, 1997). 
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Unreliable Amounts Reported 
For General Property, Plant 
And Equipment 


DOD is responsible for almost one-half of the government's general property, plant and equipment 
(PP&E).‘® For fiscal year 1998, DOD reported $126 billion of general property assets, including 
$71.3 billion in real property (land, buildings, facilities, capital leases, and improvements to those 
assets); $34.7 billion in personal property (such as vehicles, equipment, telecommunications 
systems, and computers); and $20.3 billion in construction-in-progress, the largest portion of which 
belongs to the Corps of Engineers. For fiscal year 1998, DOD auditors found that real property 
databases were generally accurate for recorded items; however, they did identify significant 
problems with unrecorded items valued at less than $100,000. In addition, DOD’s dollar threshold 
for capitalizing its property, plant, and equipment needs to be reexamined to ensure that the 
department accurately assesses the full cost of its operations, carries out its fiduciary responsibility 
over its assets, and prepares accurate and complete financial reports. 

Real Property. DOD’s real property accounts represented approximately 56% of DOD’s reported 
PP&E for fiscal year 1998. In fiscal year 1998, DOD auditors performed a department-wide effort 
to test the reliability of each military service’s real property logistical databases for existence and 
completeness. Based upon preliminary results of statistical samples, DOD auditors concluded that 
assets in the databases with a unit value greater than $100,000 existed at the audit date. However, 
there were errors identified that may represent systemic problems that will need to be addressed. 

For example. Naval Audit Service identified 17 sampled items, with a total reported value of $20.1 
million, that were inappropriately included in the database. These assets included a building valued 
at $7 million that was planned but never constructed, a communication antenna valued at $1.9 
million that could not be located, and buildings that were demolished but not removed from the 
database. Army and Air Force auditors also found demolished assets that had not been removed 
from the databases. 

In addition, tests of Air Force assets reportedly valued at less than $ 100,000 indicated potential 
accountability issues. For example, based upon the preliminary results of a statistically selected 
sample of 176 assets with recorded unit values of less than $100,000, Air Force Audit concluded 
that Air Force’s real property database had a 8.62 percent error rate for assets valued at less than 
$100,000. Furthermore, Navy auditors could not locate 32 of 478 judgmenially selected Items with 
a reported unit value of less than $ 1 OO.OCX). 

While evaluating the accuracy of assets included in DOD’s real property databases, auditors also 
performed limited tests on whether all assets at DOD installations were included in the databases, 
i.e., whether the databases were complete. Auditors judgmentally selected assets on the 


^^Statement of Federal Financial Accounting Standards No. 6 states that general PP&E is any property, plant, and 
equipment used in providing goods and services. It typically has one or more of the following characteristics: (1) it could 
be used for alternative purposes (e.g., by other Federal programs, state, or local governments, or non-governmental 
entities) but is used to produce goods or services, or to the mission of the entity, (2) it is used in business-type 

activities, or (3) it is used by entities in activities whose costs can be compared to those of other entities performing similar 
activities (e.g.. Federal hospital services in comparison to other hospitals). 
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installations and attempted to trace them to the real property databases. For example, at the 62 
Army locations reviewed, 48 of 161 items selected were not recorded in Army’s real property 
databases. Most of the unrecorded assets were support facilities and included parking lots, fences, 
utilities, and storage sheds. In addition, when the Corps of Engineers converted to a new property 
accounting system this year, it did not transfer to the system approximately $4 billion of assets. 

Valuation of real property assets in the. databases is perhaps the greatest hurdle the department must 
overcome. What the department paid for its assets is an important component of determining costs 
for operating its facilities. For fiscal year 1998, DOD auditors found numerous valuation errors 
due to duplications, misclassifications, omissions, and lack of supporting documentation. 

Examples of audit finding of errors in reported values include: 

• approximately $9.9 million in capital improvements made at three Army base support battalions 
which were not recorded, 

• approximately 29,0(X) real property records that were in the Army Corps of Engineers’ financial 
system but had no recorded book value, and 

• an estimated $95 million overstatement of real property because the same 48 buildings were 
included on both Air Force and Navy real property databases. 

Ensuring the accuracy of asset- valuation can usually be done primarily by verifying acquisitions 
and disposals during the year but DOD’s beginning balances have never been validated. Because 
DOD acquired many of its assets years ago, adequate documentation is not generally available. 
Therefore, DOD and the audit community have been working with a contractor to develop an 
alternative method for supporting its asset values 

Person al Property. Because auditors focused on real property testing for fiscal year 1998, only 
limited work was performed on DOD personal property. However, auditors found that 

• Navy improperly excluded from its reported general PP&E approximately $1,5 billion in 
equipment identified as military trainer devices and inadvertently omitted an additional $739 
million in equipment. 

« The Air Force Working Capital Fund did not report 155 equipment items costing about $108 
million that had been furnished to contractors. 

• An Army equipment pricing error had resulted in a $ 1 .2 billion overstatement of personal 
property because computer monitors valued at $1,345 were in the equipment database at a value 
of $ 1 34.5 million each. 

DOD has also hired a contractor to assist it in assessing the existence, completeness, and valuation 
of assets recorded in its personal property databases. It is expected that this effort may take over a 
year to complete department-wide, due to the large number of DOD databases used to maintain 
accountability. 

Capitalization Threshold Needs Evaluation . As wc testified last year, DOD's ability to accurately 
report its property, plant, and equipment values has been further hampered by the 20-fold increase 
in its capitalization threshold from $5,000 in 1991 to SlOG.OOOin 1996, and by the retroactive 
application of the $100,000 threshold in 1998 to all DOD components, except working capital fund 
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activities. As a result of the higher capitalization threshold, DOD has expensed billions of dollars 
of assets, which has effectively removed them from accounting control. These assets have useful 
lives of more than 2 years. For example, over 100,000 vehicles costing approximately $2.6 billion 
that are held by the Army, Air Force, and Navy, do not meet the $ 100,000 capitalization threshold. 
In addition, financial audits have repeatedly found that DOD's detailed property records are not 
accurate. For example, based on a statistical sample. Air Force auditors concluded that Air Force’s 
real property database did not provide accountability over assets valued at less than $100,000. 

Use, of high capitalization thresholds can adversely affect the measurement of operating costs. 
Because assets are expensed in their year of acquisition, as opposed to the costs of the assets being 
allocated over their useful lives, the costs associated with their acquisition and use may not be 
adequately considered in decision-making. In addition, by not accounting for all its costs, DOD’s 
ability to capture the data needed to make valid cost comparisons for decisions, such as 
outsourcing, is hampered. 

The Army Corps of Engineers, which accounts for approximately 26 percent of DOD’s total 
reported PP&E has requested a waiver from implementing the threshold because of its expected 
impact on the Corps’ budget and customeis. Corps of Engineers’ assets that do not meet the new 
threshold include “other floating plant equipment” (e.g., barges, boats, launches, and pumps) 
valued at more than $31 million and “mobile land plant equipment” (e.g., tractors, cranes, and 
bulldozers) totaling over $48 million. 

Short-term Improvements Underway . The DOD Comptroller and the Under Secretary of Defense 
for Acquisition and Technology are responsible for actions directed at developing more credible 
valuation data for the department's plant, property, and equipment. To help, the DOD Comptroller 
has obtained contractor support in addressing bodi real and personal property issues. 

DOD has also directed that its components have or expeditiously develop fully operational property 
accountability systems that meet federal accounting and systems requirements, including the 
capability to capture and maintain historical cost data and calculate depreciation for general PP&E 
assets. Although the DOD Comptroller has designated the Defense Property and Accountability 
System (DPAS) as DOD’s real property accounting system, the Department has encouraged but not 
mandated that components migrate to DPAS. DPAS databases accounted for approximately $23 
billion, or 18 percent of DOD’s general PP&E reported for fiscal year 1998. As of March 1999, 
DOD had approximately 1 15 DPAS databases operational throughout DOD and an additional 220 
scheduled for implementation through May 2000. In our 1997 report on DPAS,” we made several 
recommendations to ensure that financial conuol and accountability over general property is 
attained. These recommendations inciuded developing an implementation plan with milestones for 
DPAS, revising the handbook accompanying the system, and modifying the software to update it 
for new accounting standards. Actions have been taken to address our recorrunendations, although 
DOD has still not developed a detailed DPAS implementation plan. 
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Fmanctd Management: TOP’S Approach to FinMtcial Control Over Property Needs Stnicnire (GAC)/AIMD-97-150, 
September 30, !997). 
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Finally, DOD has recently asked its contractors to evaluate its current capitalization policy. We 
have offered to work with DOD, its contractors, and the DOD IG to arrive at an approach for 
reviewing DOD’s capitalization policy that will lead to a mutually acceptable conclusion. 

Accountability Lacking 
Over National Defense Assets 


The new.Stewardship Reporting accounting standard.^ which was effective for the first time for 
fiscal year 1998, required that DOD remove military equipment (now called national defense 
property, plant, and equipment and reponed at more than $600 billion in fiscal year 1997) from its 
balance sheet and report it.on a separate stewardship statement. Although the reporting standards 
were new, the fiscal year 1998 audit results were similar to Jast year’s because many of the military 
services’ logistics systems used to track and support weapon systems and other military equipment 
were still unable to provide accurate information to support DOD's asset visibility objectives and 
financial reporting. 

For fiscal year 1997, auditor performed specific tests to validate the data in the logistics systems 
reporting military^quipment. Because of the sensitive nature of the equipment items selected, 
auditors' audit tests were designed to either "pass" or "fail" the accuracy of logistical system 
information. For a number of critical systems tested, it was agreed with the military leaders who 
used those systems that a system would "pass" only where all assets selected from the system were 
found. For other systems; which generally carry information on less critical assets, it was agreed 
that the system could still receive a passing grade with up to two enors identified. 

Auditors tested recorded information for 1 1 categories of Navy military equipment. Fiscal year 
1997 testing of critical Navy logistics systems showed that the Navy's systems failed for 3 of 1 1 
categories of military equipment tested. Specifically, auditors determined that the Navy's systems 
relied on for visibility or accountability over active boats, service craft, and uninstalled engines 
failed because the data were either incomplete or included assets that no longer existed. For 
example, tests of these mission critical systems found: 

• Of 45 boats selected for examination, 2 were included in the Combatant Craft and Boat Support 
System even though they had been disposed of or sold. 

• Of 79 inactive service craft reported in the Naval Vessel Register (NVR) and tested by auditors, 
6 could not be located. Fifteen other service craft had been sold or disposed of but were still 
included in the NVR as inactive, indicating their availability to meet rapid mobilization 
requirements. 

• Of 105 uninstalled engines sampled, 10 valued at up to $4 million could not be found. 

Because of the severity of these problems, a working group was established in 1998 to begin 
addressing them. Navy officials indicated that not adhering to established policies and 
procedures — for example, those related to the disposal of assets— coupled with disincentives to 
accurately report asset activity, significantly contributed to these inaccuracies. Officials stated that 


^^The Statement of Federal Financial Accounting Standards No. 8. Supplementary Stewanlship Reporting, was effective 
for federal agencies financial reporting beginning after September 30. 1997. 
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steps have been taken, including training pereonnel in existing procedures, and that weapon 
systems activity is expected to be accurately reported in fiscal year 1999. However, because the 
problems had not been addressed at the time of their audit, Navy auditors did not repeat tests of 
national defense assets for fiscal year 1998. 

For fiscal year 1997, Air Force logistic systems tested, including those supporting aircraft, missiles 
and uninstalled engines, passed auditors’ tests and auditors made recommendations to correct the 
minimal number of inaccuracies found during the tests. However, as part of the fiscal year 1998 
financial statement audit work, auditors were unable to verify the reported data on 8,387 uninstalled 
engines, with an estimated value in excess of $8 billion. This occurred because the Comprehensive 
Engine Management System (CEMS) which is used to report data on these assets, could not 
separately identify additions and deletions of engines during the fiscal year—a basic control for 
ensuring accountability over assets. 

Audit tests for fiscal year 1997, using the pass-fail approach previously discussed, found that the 
Army's property books maintained by the local units were generally accurate for major equipment 
items held by those units. However, the CBS-X. which is intended to provide Army leadership 
with worldwide visibility over the Army’s reportable equipment items, has significant accuracy 
problems. For example, we have reported"^ that CBS-X was inaccurate because it (1) does not 
effectively capture data on equipment transactions from ail Army units, (2) reflects software errore, 
and (3) contains transaction posting errors. In addition, like the Air Force's CEMS, CBS-X does 
not provide accountability and control over Army assets by tracking additions and deletions to asset 
quantities on hand. Our January 1 998 report included over 20 specific recommendations, with 
which the Army generally concurred, directed towards improving CBS-X accuracy. 

Recognizing that CBS-X could not provide effective visibility over equipment maintained by Army 
units, the Army used a data call to complete its financial reporting for fiscal year 1998 of this 
equipment and to correct inaccuracies in CBS-X. Army Audit reponed that this data call and other 
procedures identified 1,837 items, which included 10 Army reconnaissance aircraft, 81 Tow missile 
launchers, and 174 Javelin command-launch units that were not reported to CBS-X. Because these 
results were based on only 78 percent of the units reporting, as of October 28, 1998, the Army 
continued to follow up with units that had not reported, and by mid-December. 90 percent of the 
units had reported. For example, as a result of these addition^ units reporting, the Army identified 
another 43 reconnaissance aircraft that were not reported in CBS-X. 

Short-tejTO Iroprovements Underway . The Army and Navy have established working groups to 
develop plans for addressing problems related to national defense asset accountability. In addition, 
the Air Force has hired a contractor to assist in implementing accounting standards by developing 
definitions for differentiating national defense assets from general plant, property, and equipment 
assets. 


^^ Anny Loaistica-Systema: OPDortunities to Improve the Accuracy of the AimVs Major Equipment Item System 
(GAO/AIMD-98-17, January 23, 1998). 
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REPORTED ENVIRONMENTAL/DISPOSAL 
LIABILITY SIGNIRCANTLY UNDERSTATED 

As we testified last year, DOD has not yet fully implemented the federal accounting standard^^ that 
requires it to recognize and report liabilities associated with environmental cleanup and/or disposal 
of its assets. DOD reported $34 billion in estimated liabilities in its fiscal year 1998 financial 
statements for environmental restoration of active and inactive bases, cleanup of formerly used 
sites, and cleanup and disposal of certain chemical weapons. However, it did not estimate 
environmental cleanup and disposal costs associated with military weapon systems (such as 
aircraft, missiles, ships, and submarines), and ammunition. Further, DOD reported only a small 
portion of the total cost, estimated to be over $10 billion, for removing unexploded ordnance from 
its training ranges. As a result. DOD's undisclosed Utility in this area is likely understated by tens 
of billions of dollars. This was a significant factor contributing to our conclusion that the 
government’s environmental and disposal liabilities were understated in its financial statements.^^ 

The Congress has also recognized the importance of accumulating and considering such liability 
information. The National Defense Authorization Aa for Fiscal Year 1995 requires the Secretary 
of Defense to determine, as early in the acquisition process as feasible, the life-cycle environmental 
costs for major defense acquisition programs, including the materials to be used and methods of 
disposal. These life-cycle cost estimates are required before proceeding with the major acquisition 
since reliable infonnatson on disposal activity can contribute to the ongoing dialogue on funding 
comparable weapon systems. 

Short-term Improvements Underw ay , 'fhe DOD Comptroller has been working with the Under 
Secretary of Defense for Acquisition and Technology to develop and issue policy guidance 
regarding the recognition and reporting of environmental cleanup and asset disposal liabilities. 

Final guidance has not been issued to DOD components because DOD and the audit community 
have not reached agreement on when to recognize non-environmental disposal costs. Meanwhile, 
DODcomponents have been tasked with developing plans that identify specific actions, with 
expected completion dates, needed to properly estimate and report liability amounts in accordance 
with the expected policy guidance. 

REPORTED LIABILITY FOR 
POST-RETIREMENT HEALTH CARE 
UNSUPPORTED 


Last year, we reported that DOD did not accumulate the data necessary to accurately estimate its 
.military post-retirement health benefits liability, and this remained a problem for fiscal year 1998. 


Statement of Federal Financial Accounting StandardsNo, 5,1 
Financial Management: Factor to Consider in Estimatine Eovifpninemal Liabilities for Removing Ha7ardnus Matgriai^ 
in Nuclear Submarines and Ships (GAO/AJMD-97-135R. August 7. 1997). Financial Management: nOD's T iahiHry fnr 
Aircraft Disposal Can Be Estimated (GAO/AEMD-98-9, November 20, 1997), Financial Management: DOD's Liability for 
ihe Disposal of Conventional Ammuniiion Can Be Esdinated (GAO/AIMD-98-32, E>ecember 19,1997), Financial 
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lusted of the required cost data, DOD us^ bod^ obligations to calculate its S223 billion 
estimated liability. However, budget obligations may not capture the full costs of treatment 
facilities or some personnel costs, such as pension benefits. In addition, the costs represented by 
budget obligations differed significantly from the costs in DOD’s official medical cost accounting 
system, the Medical Expense and PerfonnaiKe Reporting System, and the two were not 
reconcilable. DOD needs reliable cost data to estimate its fiiture retiree health care liability but, 
more importantly, to properly allocate its resources, decide whether to provide services internally 
or through an outside party, set third-party billing rates, and l^nchmark its health delivery system 
with those of other providers. 

DOD also did not accumulate cunent or complete hisKwical claims data, which is necessary to 
determine the type of health care services provided, to support its fiscal ye^ 1998 calculation; 
instead, 1994 claims and service data were used. Fot outpatient services, which are estimated to 
comprise over 40 percent of the dollar value of all claims and services, data were available from 
only 15 of 121 Military Treatment Facilities. Finally, while DOD relies on data from its 
Composite Health Care System (CHCS) to determine the number of retiree outpatient visits to 
Military Treatment Facilities, and therefore retiree outpatient costs, auditors found that CHCS 
is often not supported by documentation in medical records. In addition, auditors found that visits 
were double counted and that invalid telephone conversations were counted as visits. 

Short-term Improvements Underway . DOD has made progress in addressing the issues noted in 
prior years and has additional improvement efibrts underway or planned to support its reporting in 
this area. DOD has ( I ) established a working group to identify changes needed in its medical cost 
accounting system, (2) gathered outpatient data from all of its Military Treatment Facilities that are 
now operating, (3) obtained claims data as recent as fiscal year 1 997 to be used in the calculation, 
and (4) esteblished a working group to develc^ standardi 2 ed management controls for the Military 
Health System’s automation systems. DOD also reports that detailed information on the nature of 
outpatient visits, including the actual medical procedures performed, may be available through a 
recently implemented DOD outpatient data system to support its reporting for this area beginning 
with fiscal year 1999. Auditors have been and will continue working with DOD to improve its cost 
accounting for health care. 

COST OF DOD OPERATIONS 
NOT ACCURATE 

Our audit of the U.S. government's consolidated financial statements found that the government 
was unable to support significant peutions of the more than $1.8 trillion reported as total net 
cost of government operations. DOD accounts for about $280 billion of that amount but its 
financial management systems do not capture the full cost of its activities and programs. The 
accuracy of Dep^tmenl's reported operating costs was affected by DOD’s inability to prc^erly 
value and capitalize its facilities and equipment, properly account for and value its inventory, 
identify its environmental and disposal costs, determine its costs associated with post-retirement 
health care for military personnel, Md reconcile its records with those of Treasury and other 
agencies. In acWition, DOD does not have the basic, transaction driven, double-entry accounting 
systems that are necessary to properly control assets and accumulate costs. 
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To effectively, efficiently, and economically manage DOD's programs, its managers need reliable 
cost information for(l) evaluating programs, for example, measuring actual results of 
management's actions against expected savings or determining the effect of long-term liabilities 
created by current programs, (2) making economic choices, such as whether to outsource specific 
activities and how to improve efficiency through technology choices, (3) controlling costs for its 
weapon systems and business activities funded through working capital funds, and (4) measuring 
performance. As we recently testified, the lack of reliable, cost-based information hampers DOD 
in each of these areas.^'^ For example, 

• DOD has acknowledged that the lack of a cost ^counting system is the single largest 
impediment to controlling and managing weapon systems costs, including costs of acquiring, 
managing, and disposing of weapon systems. 

• DOD is unable to provide actual data on the costs associated with functions to be considered for 
A-76 outsourcing competitions, including the capita costs associated with its operations. 

• DOD has long-standing problems accumulating and reporting the full costs associated with 
working capital fund operations, which provide goods and services in support of the military 
services. As a result, there have been large fluctuations in working capital fund surcharges and, 
therefore, in the prices charged to customers. 

• As pan of its Results Act Performance plan for fiscal year 2000, DOD has developed 43 
unclassified performance measures and indicators to measure a wide range of activities — from 
force levels to asset visibility, but these measures and indicators contain few efficiency 
measures based on cost.^^ 

Shon-term Improvements Underway . As discussed in earlier sections, DOD has begun addressing 
problems with assets and liabilities that affect the reliability of its reported net costs. However, 
developing the needed basic, double-entry accounting systems and cost accounting systems is a 
long-term effort towards which DOD has taken only the first steps. 

RELIABILITY OF BUDGET DATA IMPAIRED 


For fiscal year 1998 reporting, federal accounting standards required agencies to prepare a new 
Statement of Budgetary Resources that would reconcile their reported net costs to budget 
information. As part of the DOD fiscal year 1998 financial statement audit, auditors found several 
areas in which the systems and controls over DOD’s use of its budgetary resources were 
ineffective: (1) DOD does not know the true amount of funds that are available to obligate and 
spend in its appropriation accounts because obligated balances are not always correct or supported, 
(2) reconciliations between DOD and Treasury records are not being adequately performed, (3) 
interagency transactions are not being identified and reconciled, and (4) certain disbursements are 
not being recorded promptly in DOD's accounting records. As a result, the Congress cannot be 
assured that DOD did not overexpend its budget authority for individual appropriation accounts or 
spend more for specific programs for which the Congress established spending limits. Conversely, 
these fund control weaknesses also result in the department‘s inability to properly identify and 
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DOD Financial Management: More Reli^le Information Kev to As.surine Accountability and Manaaing Defense 
(^rations More Efficiently (GAOjT.AIMD/NStAD-99.145. April 14. 1999). 

Results Act: DOD’s Annual Performance Plan for Fiscal Year 1999 (GAQ/NSIAD-98-188R. June 5. 1998). 
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manage remaining budget authority, so that funds the Congress intended for specific DOD 
programs may be unused and eventually cancelled. 

Some Recorded Obligations Are Incorrect . Auditors found that recorded obligations included 
amounts that were no longer correct or were unsupported. Specifically, at the Air Force, the only 
DOD component performing a full financial audit of its obligated balances, an estimated $4.3 
billion of a $34 billion balance in obligations was found to be incorrect or unsupported. For 
example, obligated balances may not have been adjusted when goods or services were delivered at 
a lesser cost or when contracts were modified. In limited tests, the Naval Audit Service found that 
$101 million of $592 million of unliquidated Navy contract obligations, or approximately 17 
percent, were incorrect. Army auditors also found evidence of unsupported obligations but were 
unable to quantify the extent of the problem. 

Reconcil iMions Not Adequately Performed. Compar^le to an individual reconciling his or her 
checkbook to a bank statement, DOD's records on its available funds should be reconciled to 
Treasury records. An effective reconciliation of DOD’s and Treasury’s records requires not only 
identifying differences but also determining the appropriate adjustments to resolve the differences. 
As important as these reconciliations are to all fe^ral agencies, they are critical for DOD. This is 
because authorized transactions are often charged to DOD’s appropriation accounts by entities not 
directly responsible for the appropriations; for example, the Army may write a check to pay a Navy 
vendor and cite a Navy appropriation account. 

As of September 30, 1998, a comparison of DOD’s and Treasury’s records showed the absolute 
value of unresolved differences amounted to $9.6 billion, of which $7.4 billion related to checks 
disbursed and the remainder to deposits, electronic funds transfers, and interagency transactions. 
These unresolved differences could significantly affect the status of budget authority available to be 
obligated and expended. Differences between DOD and Treasury records can result from one or 
more of the following: (I) DOD delays in reporting transactions to Treasury, (2) Treasury delays 
in posting transactions to DOD accounts, and (3) errors or fraud. 

Reconciliations are a key control for detecting errors or fraud. For example, in 1991, an Army 
disbursing station made a deposit for nearly $2.1 million, but the bank mistakenly recorded the 
deposit for only $3,458.89 — the deposit ticket number. Because Army failed to reconcile its 
records with Treasury’s records, this error went undetected until auditors found it during 1998. The 
bank subsequently repaid the government the correct deposit amount plus $640,000 in interest. 

DOD's records also show an estimated $823 million held in suspense accounts at the end of fiscal 
year 1998 that have not been properly reported to Treasury and are not reflected in the differences 
between Treasury and DOD records noted above. Until these transactions are posted to the proper 
appropriation account, the department will have little assurance that the collections and adjustments 
recorded in these accounts are authorized transactions and that its disbursements do not exceed 
appropriated amounts. Moreover, the reported $823 million represents the offsetting (netting) of 
collections and adjustments against disbursements, thus understating the magnitude of the 
unreported amounts. For example, audit work for fiscal year 1 997 found that, while the Navy had a 
net balance of $464 million in suspense accounts recorded in its records for fiscal year 1997, the 
individual transactions, collections as well as disbursements, totaled about $5.9 billion. 
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Inter- and Intra-agency Transactions Not Properly Reconciled . In order to portray DOD as a single 
entity and the federal government as a single economic unit, certain transactions that occur between 
DOD and its components and DOD and other federal agencies must be identified and eliminated. 

If interagency transactions are not properly reconciled and eliminated, both the costs and revenues 
of DOD and the government are overstated. In addition, agency payables and receivables, when 
not reconciled, can lead to agencies exceeding their total budget resources. For example, a DOD 
receivable from another federal agency represents an increase in net budget authority to DOD. If 
the agency that owes DOD does not record a corresponding payable or obligation and the amounts 
are not reconciled, then both agencies have overstated their activity. 

To make the fiscal year 1998 consolidated govemmentwide financial statements balance. Treasury 
had to record a net $24 billion item on the Statement of Changes in Net Position, which it labeled 
unreconciled transactions. This oui-of-balance amount was the net of more than $250 billion of 
unreconciled transactions— both positive and negative amounts — which Treasury attributed largely 
to the government’s inability to properly identify and eliminate transactions between federal 
government entities. DOD’s inability to identify and eliminate activity and balances resulting from 
transactions among DOD entities and DOD and other federal agencies significantly contributed to 
this problem. 

Recently, the Comptroller requested from all DOD component;, information on transactions 
between organizational entities and between the department and other federal agencies. The 
Comptroller has stated his intention to use the gathered information to develop departmentwide 
guidance and procedures for reporting elimination entries for the fiscal year 1*999 financial 
statements. However, DOD components have indicated that it is unlikely that reliable information 
will be forthcoming for both the buyer and the seller side of DOD transactions to permit intra-DOD 
and interagency transactions to be properly eliminated next year. 

Disbursements Not Properly Recorded. The auditors’ concerns raised about the reliability of the 
department's budget information are further exacerbated by the depanmeni's problem 
disbursements-disbursements that are not properly matched to specific obligations recorded in the 
department's records. DOD’s continuing problems with its complex and inefficient payment 
processes generally result in transactions not being recorded until long after they have occurred. 
This Is because DOD’s payment and accounting processes are generally, separate functions carried 
out by separate offices in different locations without integrated systems. a result, accounting for 
a payment does not occur until after a disbursing station has issued a payment and has forwarded 
the payment information to the accounting station. Problems in transaction processing arise when 
the accounting stations are not provided the information or documentation that permits them to 
properly record transactions. 

DOD reported problem disbursements at $17.3 billion as of September 30, 1998. To the extent that 
these disbursements cannot be matched to existing recorded obligations, DOD would be required to 
record a new obligation, which could create an Antideficiency Act^® violation if the available 


The Autideficiency Act jmivides that an officer or emplojve of ihe United Slates Govenunent may not “make or 
authorize an expenditure or obligation exceeding an amount available in an appropriation or fund” or enter into a contract 
or other obligation for the payment of money “before an approfwiation is made.” (31 U.S.C 1341 (a)) 
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unobligated balances in the department’s a^^Hcable appropriation accounts were insufficient to 
cover the amount of the obligation. 

Overspending/Cancellation of Funds Can Occur. Recent audit reports have described the 
consequences of the department's inability to track of its obligations and expenditures. 

Specifically, auditors found several instances in which the department may have spent more than 
authorized amounts. For example, the Air Force Audit Agency reported that Air Force's Depot 
Maintenance Activity—a component of one of the department's working capital funds—may have 
incurred obligations of $1.1 billion in excess of .available budgetary resources as of September 30, 
1998. In addition, as we previously reported,^ according to Navy records, as of September 30, 
1997, obligations in 29 canceled and expired appropriations may have exceeded available budget 
authority by a total of S290 million. 

DOD’s inability to properly identify mid manage its remaining budget authority can result in funds 
that the Congress intended for specific DOD programs, being unused and eventually camrelled. For 
example, at the end of fiscal year 1998, the department had $4.3 billion in expired budget authority 
that cancelled. 

Short-term Improvements Underway . DOD has not yet developed a short-term action plan to 
address problems with incorrect and unsupported obligation data that were identified as a result of 
auditing this information for the first time as part of the fiscal year 1998 financial statement audit 
However, DOD has acknowledged that these issues cannot be resolved without the underlying 
process and systems improvements identified in its long-term financial management improvement 
strategy. 

DOD has anumber of initi^ves to address problem disbursements, including (I) implementation 
of a single cash account^ility system that will be used to report disbursements to the U.S. Treasury 
and (2) prevaiidation. The prevalidation initiative requires that obligations be matched to 
disbursements before the payment is made. 

In addition, DOD has been taking actions to improve its processes for reconciling its records with 
those of Treasury. The Defense Finance and Accounting Service has drafted standardized 
procedures for its centers to follow in reconciling DOD and Treasury accounts monthly, including 
researching and resolving any differences. DFAS centers arc also required to begin reconciling 
balances in budget clearing accounts and suspense accounts with the transaction-level detail 
maintained for each military service. 

EXTENT OF IMPROPER PAYMENTS 
NOT FULLY DETERMINABLE 


While OUT work continues to identify numerous examples of improper and unsupported DOD 
payments, such as the problem disbursement issues previously discussed, the true magnitude of 
DOD’s payment problems is unknown. Significant weaknesses have been identified in conti^tor 
and vendor payments as well as health care provider payments. 

27 

Financial Management Problems in Accouniing for Naw Transactions Impair Fund Control and Financial ReDorti!U|t 
(GAO/AIMD-99-19. January 19. 1999). 
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Improper Contract and Vendor Payments . We have long reported on DOD’s problems in making 
accurate payments to defense contractors."* Our work continues to identify problems with 
overpayments and erroneous payments to contractors. For example, in the 5 years between fiscal 
years 1994 and 1998, defense contractors returned about $4.6 billion to the DFAS Columbus 
Center, including $746 million in fiscal year 1998, due to overpayments caused by contract 
administration actions and payment processing errors. 

In compiling Navy’s fiscal year 1998 financial statements, DFAS identified a negative (debit) 
accounts payable balance of $3.6 billion. Typically, such negative accounts payable balances 
would represent duplicate or overpayments to vendors or contractors; however, DFAS did not 
conduct an investigation to determine the cause of this negative balance. Instead, DFAS and Navy 
made unsupported adjustments of more than $6 billion to bring the Accounts Payable balance to the 
reponed credit balance of $2.4 billion. 

In addition to the amounts voluntarily returned by defense contractors, the Defense Contract Audit 
Agency (DCAA) also identifies funds for recovery from major defense contractors. Defense 
contractors submit bills for goods and services to DOD for payment. Prior to the submission of 
these bills, the contractor certifies that the bills are proper and payment is warranted. DOD pays 
these bills pending an audit by DCAA. DCAA contract audits determine whether the billed 
amounts comply with prescribed overhead rates, contract ceilings, or certain Federal Acquisition 
Regulations. If DCAA determines that the amount billed and paid was not warranted, DCAA 
disallows the costs and DOD recovers the funds. For fiscal years 1994 through 1998, the Defense 
Contract Audit Agency disallowed $6.8 billion — $1 billion or more per year — in certified bills 
from defense contractors. 

DOD also has problems with improper and fraudulent vendor payments — payments for goods and 
support services. 

• An August 1998 Naval Audit Service report^ identified $6.2 million in duplicate and 
erroneous Navy vendor payments out of $369.2 million tested. Naval Audit concluded that 
these improper payments were caused by a lack of written policies and procedures for 
certifying and processing vendor invoices, certifying officer errors, accounting technician data 
input errors, and payment by two different paying activities for the same goods and/or 
services. 

• In September 1998, we reported^*^ on internal control and systems weaknesses that contributed 
to two cases of Air Force vendor payment fraud— one resulting in the embezzlement of over 
$500,000 and the other resulting in embezzlement of $435,000 and attempted theft of over 
$500,000. We found that the lack of segregation of duties and other control weaknesses, such 


^* DOD Procurement: Funds Remraed bv Defense Contractors (GAO/NSlAD-98'46R. October 28, 1997) and DOD 
Procurement: Millions in Overpayments Returned by POP Contractors (GAO/NSIAD-94-306. March 14, 1994). 
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^^ Financial Management: Improvements Needed in Air Force Vendor Payment Svsiems and Controls (GAO/AIMD-98- 
274 and related testimony GAO/T-AIMD-98-308, September 28. 1998). 
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as weak controls over remittance addresses, crewed an environment employees were 
given broad authority and the cap^ility, widicut compensating controls, to perform functions 
that should have been performed by separate individuals under proper supervision. We also 
found that over 1 ,800 DFAS and Air Force employees had a level of access to the vendor 
payment system that allowed them to submit all the information necessary to create fraudulent 
and improper payments. 

Health Care Fraud . In February 1999, the DOD IG reported^* that the Defease Criminal 
Investigative Service <DCiS) had about 500 open ^minal investigations on health care fraud. 

DCIS efforts over the last 5 fiscal years have resulted in 343 convictions and $1 billion in 
recoveries. Generally, the health care fraud cases investigated by DCIS cover defective and 
fraudulent claims— the same issues as Medicare fraud. Under DOD*s fee-for-services health care 
programs, most provider fraud was accomplished through ordering and billing for unnecessary 
care, laboratory tests, durable medical equipment, or x-rays. For example, a pharmaceutical 
company submitted greatly inflated insurance billing through the unbundling of clinical test 
profiles, fabricating test codes, and double billing for tests not performed. The company agreed to 
pay $325 million to resolve issues of civil false claims to Medicare and military and other federal 
and state health care programs. 

Shoit-term Improvements Underway . Due to the seriousness of DOD vendor and contractor 
payment systems and control weaknesses, DOD has initiated corrective actions to strengthen 
system and internal controls over its payment operations. In the area of contractor overpayments, 
DOD has developed procedures intended to help identify and collect such amounts in a timely 
manner. Other actions include revising internal control guidance to better assure separation of 
duties for all its financial operations and limiting access to payment and accounting systems. To 
address health care fraud, DCIS is panicipating in national Department of Justice-sponsored 
working groups to identify emerging trends in health care fraud and coordinate activities of 
members conducting investigations involving new schemes in managed care fraud. 

CRITICAL AREAS TO BE ADDRESSED 
TO .MEET FINA^rIAL REFORM GOALS 

On May 25, 1998, the President directed the head of each agency designated by 0MB to identify 
corrective actions to resolve financial reporting deficiencies and to make quarterly progress repeats 
to 0MB. The administration's goal is to have individual agencies, as well as the government as a 
whole, complete audits and gain unqualified opinions on their financial statements. In response, 
the DOD Comptroller has bwn developing and implementing short-term steps in collaboration with 
DOD’s functional and audit communities, 0MB, and the GAO, as discussed in the previous 
sections. 

However, an unqualified audit opinion, while certainly important, is not an end in itself. Efforts to 
obtain reliable year-end data that are not backed up by fundamental improvements in DOD's 
underlying financial management systems and operations to support ongoing program management 
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and accountability, will not achieve the intended results of the Chief Financial Officers Act 

fundamentally reforming financial operations to enable the production of reliable financial 
management information supporting day-to-day decision-making. In this context, it is essential that 
DOD also establish a well-trained cadre of financial management personnel, a short-term 
improvement action that will help address the financial management weaknesses previously 
identified as well as help ensure that the improvement actions cited are implemented as efficiently 
and effectively as possible. Longer term actions addressed in DOD’s first Biennial Plan also will 
be essential for the Department to prepare reliable financial statements as well as to make planned 
major financial management system improvements throughout DOD’s large and complex 
organization. 

Enhanced Training for Financial Management Personnel 

One of the key issues facing DOD is the need to ensure that its financial management personnel 
have the knowledge and skills required to reliably carryout basic transaction processing Just 
discussed throughout DOD’s large and complex organization. Our work^^ has shown that state 
governments and private sector organizations place a strong emphasis on training as a means of 
upgrading financial workforce knowledge of accounting and financial management requirements. 

In contrast, the results of a survey we conducted of key DOD financial managers showed that over 
half of those surveyed had received no financial- or accounting-related training during 1995 and 
1996.“ 

DOD leadership has acknowledged that it needs to improve the capabilities of its financial 
managers, and DFAS is developing a program intended to identify the kinds of skills and 
developmental activities needed to improve the competencies of its financial personnel. We have 
recommended that DOD modify its planned program to better ensure that financial management 
personnel throughout the depanment receive necessary training, including establishing minimum 
training requirements emphasizing technical accounting and related financial management courses. 
This recommended approach is similar in scope. to the program recently put in place to improve the 
skills of the department's acquisition workforce. 

Updates to Long-term Improvement Plan 
Need to Incorporate Additional Elements 

The National Defense Authorization Act for Fiscal Year 1998 (Public Law 105-85) required the 
Secretary of Defense to biennially submit to the Congress a strategic plan for the improvement of 
financial management within DOD. The plans are to address all aspects of financial management 
within DOD, including the finance systems, accounting systems, and data feeder systems that 
support its financial functions, including the Department’s concept of operations for financial 
management. 
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^^ Financial .Management: Training of DOD Financial Managers Could Be Enhanced (GAO/AIMD-98-126. June 24, 
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DOD submitted its first Biennial Plan to the Congress on October 26, 1998. The Department has 
committed to update the plan annually rather than biennially as required by law. This first plan 
presents DOD’s concept of operations, the current environment, and the transition plan intended to 
describe the goals of the Department for achieving the target.financial management environment 
and to identify the strategies and corrective actions necessary to move through the transition. It 
also provides information on the specific financial management improvement initiatives intended to 
implement the transition plan. 

We have analyzed DOD's first plan and, in January 1999, reported^*^ the results of our analysis to 
the Senate and House Aimed Services Committees. As we slated in our report, DOD’s plan 
represents a great deal of effort and provides a first-ever vision of the department's future financial 
management environment. In developing this overall concept of its envisioned financial 
management environment, DOD has taken an important first step in improving its financial 
management operations. The department's plan ^so represents a significant landmark because it 
includes, for the first time, a discussion of the importance of the programmatic functions of 
personnel, acquisition, property management, and inventory management to the department's 
ability to support consistent, accurate information flows to all information users. In addition, 

DOD's plan includes an extensive array of initiatives intended to move the department from its 
current state to its envisioned financial management environment. 

if effectively implemented, the initiMives discussed should resuk in improving DOD’s financial 
management operations. However, we also reported that modifications to the plan are needed if 
DOD is to achieve the full range of reforms needed. Specifically, the Department's planned update 
should include: 

• A revised concept of operations. A revised concept of operations needs to reflect, at a high 
level, the full range of the depanment’s financial management operations, including (1) how it 
will support budget formulation and (2) how its financial management operations will 
effectively support not only financial reporting, but also asset accountability and control, in 
particular, including the role of department’s Programming, and Budgeting System (PPBS) in 
its concept of operations will be essential to the development of a fully integrated financial 
management system. Such an integrated system will help ensure that budgets consider financial 
implications and that policy decisions are based on sound financial information. 

• Shared servicinE and outsourcing strategies . Many leading organizations have used shared 
servicing strategies built on a three staged process focused on (1) consolidation, (2) 
standardization, and (3) re-engineering financial operations to reduce the cost of, and improve 
the control over, day-to-day accounting operations. With respect to outsourcing, our October 
1 997 report^^ on the results of our survey of selected private sector and nonfederal public 
organizations use of outsourcing showed that (I) developing a structured approach for 
identifying functional areas to be considered for outsourcing, (2) identifying the criteria to be 
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used in determining whether or not to outsource a specific function, and (3) establishing 
effective controls to oversee outsourcing vendore, were fundamental to achieving projected cost 
savings, process cycle time reductions, and other expected financial management 
improvements. 

• Clarification of Transition Plan. The transition plan needs to clarify the role that the 200 
planned improvement initiatives will play in bridging the gap between the current environment 
and the envisioned future concept of operations and the steps the department will take to ensure 
that it will build reliability into the data provided by its feeder systems. 

• Concepts of Clineer-Cohen. The plan should include the concepts established in the Clinger- 
Cohen Act (40 U.S.C. 1401) for effectively implementing the technology improvement 
initiatives contained in the plan, including establishing processes to help ensure that such 
initiatives are implemented at acceptable costs, within reasonable and expected time frames, 
and are contributing to tangible, observable improvements in mission performance. 

While these problems must be addressed over the long term, we recognize that in the short term, 
the department still must focus on the Year 2000 computing challenge.^^ However, DOD now has 
a unique opportunity to capitalize on the valu^le lessons it has learned in addressing the Year 2000 
issue and apply them to its overall management of financial management and information 
technology. Doing so can enable the department to acquire high performing, cost-effective systems 
and to avoid repeating costly mistakes. For example, 

• Without the continuing, active involvement of top-level managers, major management reform 
efforts cannot succeed. 

• Maintaining a reliable, up-to-date system inventory is fundamental to well-managed financial 
management and information technology programs. 

• DOD has spent 3 years identifying system interfaces and implementing controls at the system 
level that should help prevent future data exchange problems in its systems and resolve 
conflicts between interface partners. 

• Once the Year 2000 effort is completed, DOD can use the operational and functional 
evaluations to further identify and retire duplicative and unproductive systems. 


The Secretary of Defense has expressed the Department's commitment to financial management 
reform. He recently announced that he was expanding his Defense Reforni Initiative to include 
financial management. Achieving effective refonn will entail the involvement and dedication of 
top management. Working through the Defense Management Council or a similar structure of the 
Department's high-ranking leadership, such as that used to address the Year 2000 computing crisis, 
is a key factor in achieving major change within the organization. 


rnmputing Crisis: Defense Has Made Progress. But Additionai Management Conirols Are N«^3kd 
(GAO/T-AIMD-99-101, March 2. 1999). 
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In closing, Mr. Chairman, sustained congressional attention to govemmentwide financial 
management reform, such as that provided by this hearing, will be critical to instilling expected 
accountability in DOD and other agencies government, 

Mr. Chairman, this concludes my statement We will be glad to answer any questions you or the 
other Members of die Subcommittee may haw at fcis time. 
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Mr. Horn. Well, we thank you and the GAO for that very thor- 
ough statement. 

Our last witness this morning is the Honorable William Lynn, 
the Under Secretary of Defense, Chief Financial Officer of the De- 
partment of Defense. And he’s accompanied by Mr. Nelson Toye, 
the Deputy Chief Financial Officer, Department of Defense. 

Mr. Lynn. 

Mr. Lynn. Thank you very much, Mr. Chairman. I was going to 
thank you for the opportunity to be here, but since you’ve sworn 
me in, I thought better of that. 

Mr. Horn. Right. 

Mr. Lynn. I do appreciate you putting the full statement in the 
record, and I will just try and summarize it in the 10 minutes that 
you’ve allotted. Let me start, you know 

Mr. Horn. You can take more time if you want. 

Mr. Lynn. Let me start by stressing what both Mr. Mancuso, Mr. 
Dodaro said is that the effort in financial management reform is 
important. It is a priority at the highest levels of the Department, 
starting with Secretary Cohen and Deputy Secretary Hamre and, 
I, as the Chief Financial Officer and the implementer of their will 
on this. 

And I want to talk about the progress we’ve made so far and 
what our plans are for further progress over the next several years. 

In terms of where we are right now, what progress we’ve made 
so far, the way I would describe it, we’ve laid the foundations for 
a massive shift of the DOD financial management systems from a 
200-year focus on an obligation-based system toward a more com- 
mercial style accrual-base system. 

This is not an easy shift, particularly, with an operation the size 
of the Department dwarfs any private sector enterprise that dwarfs 
any other government enterprise. But we need — despite the chal- 
lenge, we need to be able to do this for exactly the reasons Mr. 
Dodaro cited in his testimony, which I would summarize as cost 
visibility and public confidence, in terms of the accounting systems 
and the finance systems where a good portion of the Nation’s tax 
dollars are spent. 

The foundations that we’ve laid here are three. First was the cre- 
ation of DFAS by the prior administration in 1991. The Defense Fi- 
nance and Accounting Service is the critical, pivotal agent for fi- 
nancial management reform. The creation of DFAS has allowed to 
consolidate financial operations, eliminate non-Chief Financial Offi- 
cer compliant finance and accounting systems, and fundamentally 
reengineer our business practices to accomplish these goals. 

The second major foundation is that of consolidation. Since 1991, 
we’ve consolidated from 330 Defense accounting offices down to 5 
centers and 20 operating locations. This is a reduction of over 90 
percent. It’s been accomplished in 7 years. That’s 2 years earlier 
than planned. It saved us money; but probably, more importantly, 
it’s eliminated redundancy and facilitated the standardization and 
improved the accuracy and time limits of all of our financial oper- 
ations. 

And that’s, in fact, the third element of the foundation of these 
financial reforms is that consolidation. To remedy the problem we 
had of too numerous and incompatible finance and accounting sys- 
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terns, DFAS embarked on a major streamlining effort. We started 
in 1991 with 324 finance and accounting systems. We are on a path 
to reduce that by 90 percent, down to 32 by 2003. We’re just over 
100 right now. 

The number of 100 compares favorably with most fortune — or the 
top Fortune 500 companies. The number of 32 will put us in the 
upper tier of those companies. And we are right now on track to 
do that. But the objective is not simply to reduce the number of fi- 
nance systems. The consolidation effort, rather, is meant to elimi- 
nate outdated financial management systems and replace them 
with systems that provide more accurate, more timely, and more 
meaningful data to decisionmakers. 

It’s that data that gives you the cost visibility that gives the tax- 
payers the confidence that we are, indeed, good stewards of the na- 
tional defense resources. With those foundations which, as I say, 
we just completed the consolidation effort, in the last year and 
we’re about two-thirds of the way through the effort to streamline 
our finance and accounting services, we’ve been able in the last 
year to turn to next steps. And those next steps have been alluded 
to by the previous two witnesses. 

They focus now on an area that we have not focused as heavily 
on because we were not able to, but we can now focus on the 
achievement of clean opinion on an auditable financial statement. 
With the foundations laid by DFAS’s consolidation of the account- 
ing stations and the financial management systems, we are able to 
take the next steps of focusing on a clean audit opinion. 

We’ve been working closely on the last year with our partners at 
GAO and the Inspector General, who are here, as well as the Office 
of Management and Budget, to develop both a short-term and a 
long-term strategy. Why do we need two strategies? The fundamen- 
tal fact is the long-term strategy, as Mr. Mancuso indicated, re- 
quires a complete overhaul of the Department’s management infor- 
mation systems. Now, that goes far behind the improvements in 
the finance and accounting systems that I described just a moment 
ago. 

As was indicated earlier, more than 80 percent of the data that 
is on a finance — on our financial statement comes from outside the 
financial systems. It comes from the logistics systems. It comes 
from the personnel systems, from the acquisition systems, from the 
medical systems. So in order to achieve a clean financial opinion, 
we need to integrate those systems into our reporting chain. 

That requires upgrades of those systems so that they’re CFO 
compliant and it requires improved interfaces with the financial 
systems. The financial management improvement plan that we 
submitted this past fall is the first step in that effort. We need to 
improve on that plan, but we think that lays a cornerstone in our 
effort to get a clean opinion. 

While there’s no substitute, as Mr. Mancuso indicated, for the 
system changes, in terms of achieving the long-term goals, those 
goals will take several years, maybe more than several years. Ac- 
cordingly, we’ve developed a short-term strategy to try and acceler- 
ate the achievement of a clean opinion on our financial statements. 

We’ve been working with the GAO and the Inspector General 
and 0MB to develop this strategy. They’ve been very helpful in 
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identifying the major deficiencies in our financial management re- 
porting. And we’ve focused a series of interim methodologies on 
each of those deficiencies to try and narrow the deficiency down, 
such that we would at least be able to achieve a clean financial 
opinion in advance of getting all the systems improvements that 
are in the pipeline now. 

Let me just give you one or two examples of what we’re doing. 
Probably the best example is in the area of real property, real prop- 
erty — and personal property as well. The problem we have there is 
the Department only keeps paperwork for 6 years and 6 months, 
most 6 our — almost all of our real property and much of our per- 
sonal property has been around much longer than that. 

The paperwork for those properties, however, is no longer 
around. That’s a problem for the auditors. We don’t have an audit 
train that goes back to the acquisition of that property and goes 
through to the current time. I think all of us agree that the audi- 
tors, as well as DOD, agree that it would not be worth the effort 
to try and find the receipt for, say. West Point. It’s not a helpful 
project. On the other hand, it is a useful step to know what the 
value of that property is. 

And so what we’ve undertaken with two CPA firms is for them 
to develop a methodology for us to value our current inventory of 
both real property and personal property and then to set up a sys- 
tem that will continually update those valuations so that they will 
be usable for audit purposes. That’s an example of the kinds of in- 
terim methodology that addresses one of the principal deficiencies 
that cause the Department not to be able to achieve a clean opinion 
on its financial statements. 

Let me just conclude by saying the Department takes full respon- 
sibility for its financial stewardship. We take that responsibility se- 
riously. As I say, it goes straight to the top, to the Secretary. We’re 
taking substantial steps in the direction of reform. As I mentioned, 
we’ve already taken the steps to lay the foundation with DFAS and 
the consolidation of the accounting stations, as well as the finance 
and accounting systems. 

We are now expanding that effort to include all of the feeder sys- 
tems that involve the 80 percent of the data outside the financial 
systems. And we’re working with GAO, the IG, and the 0MB to de- 
velop an interim approach to try and achieve an even more acceler- 
ated goal of clean financial opinion. 

But I think we always need to remember that as we go through 
this effort, that this is an effort that the Department cannot stop 
to achieve. Every month we have to pay our 2 million members of 
the military, both active and reserve, our 700,000 civilians. We 
have to pay $24 billion a month in contractor and vendor pay- 
ments. None of that can stop. 

So financial management for the reform for the Department of 
Defense is a lot like changing the wheels on an automobile without 
stopping. We’ve changed one or two of those wheels; we are not all 
the way there. We will not stop, though, until we achieve our over- 
all goals. Thank you very much, Mr. Chairman. 

[The prepared statement of Mr. Lynn follows:] 
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Statement of the Honorable WHIiam J. Lynn 
Under Secretary of Defense (Comptroller VChief Financial Officer 
Department of Defense 

Before the House Government Reform Committee 
Subcommittee on Government Management, Information, and Technology 


Mr. Chairman and Members of the Subcommittee, I am pleased to be here today 
to discuss financial management within the Department of Defense. Let me say at the 
outset that Secretary Cohen is committed to financial management reform within the 
Department of Defense. Moreover, as the Chief Financial Officer for the Department of 
Defense, this is one of my top priorities. Reflecting the resolve of the Department's 
senior leadership, we have undertaken the most comprehensive reform of financial 
management systems and practices in the Department’s history. 

I am here today for two important reasons. First, I want to assure this 
Subcommittee and the American people that the Department of Defense is a good steward 
of the resources entrusted to it. Second, I want the Congress and the American people to 
be aware of the comprehensive financial management reforms underway within the 
Department. Thus, I appreciate this opportunity to highlight for this Subcommittee the 
major initiatives underway to promote improved financial management throughout the 
Department while maintaining our forces at the highest level of readiness and 
effectiveness. 

SOUND FINANCIAL MANAGEMENT MATTERS 

Sound financial management is important within the Department of Defense for 
three main reasons: 

First, sound financial management practices provide cost visibility. Knowing how 
much we are paying for what we are buying provides decision-makers, both field 
commanders and senior managers, with timely and accurate cost information needed to 
sustain maximum effectiveness. Additionally, accurate cost information is important to 
the Department’s ability to apply funds more precisely to modernization, training, and 
investments, and to assess performance and evaluate programs. 

Second, sound financial management controls include safeguards to belter ensure 
that funds are expended for their intended purposes. These controls identify what was 
purchased and the quantities purchased before payments are made. As such, adequate 
financial management controls discourage and prevent fraud, waste and abuse. 


Third, dependable financial operations support our troops. Accurate and timely 
payments to the contractors and vendors with whom we do business better ensures goods 
and services will be available when and where we need them. Equally, or perhaps more 
important, it instills confidence in our soldi^, sailors, airmen, marines, and our civilian 
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employees, that their financial entitlements, as well as those of their families, will not be 
neglected even though they may be thousands of miles from their home. 

FINANCIAL MANAGEMENT REFORM HAS CONSTRAINTS 

Financial management in the Department of Defense is a work-in-progress 
designed to fulfill the needs of its leaders, meet statutory requirements, maximize 
^ efficiency and minimize fraud. There have been notable successes, but progress is slow 
in some areas. It is impossible to reverse decades-old problems overnight and some 
reforms will require several years to implement. 

In moving forward, the Department’s financial management reform must 
accommodate three unavoidable constraints; 

First, the Department cannot stop its financial operations while it fixes outdated 
business practices and flawed systems. Every day, the Department must manage payrolls, 
pay contractors, and produce financial reports. These daily operating requirements 
impose a strong practical constraint on our plans for improving systems and business 
practices. There is no other organization in the United States, perhaps in the world, that 
is as large and diverse as the Department of Defense. The Department manages over a 
trillion dollars in assets and maintains hundreds of bases in over 100 countries and 
territories throughout the world. We have over two million active duty and reserve 
component personnel as well as 700.000 civilian employees. The size of the three 
Military Departments of the Department of Defense— Army, Navy and Air Force- 
collectively dwarf the largest organizations in the private sector as well as all other 
federal agencies. The size and complexity of the Department makes changing the 
Department’s financial management a significant challenge. However, it is a top priority, 
and we have made enormous progress. 

Second, lasting reform demands consensus and collaboration. Few solutions rest 
exclusively within the jurisdiction of the financial management community. The 
development of an infrastructure capable of providing more accurate and reliable 
financial management information and achieving auditable financial statements is a high 
priority of the Department. An infrastructure built around the integration and transfer of 
financial information between non-financial “feeder” systems and accounting systems 
(for example, property and inventory systems that feed information to accounting 
systems) is a Depanmental goal and is necessary to enhance the sharing of information 
and to avoid redundant and sometimes conflicting data. 

Third, legislation in the 1 990’s has changed the Federal Government’s accounting 
requirements. More recent legislation requires audited financial statements from federal 
agencies. For the Department of Defense, this requires the Department to track financial 
data on items from their purchase to disposal in a more integrated process. No longer can 
we rely solely on separate systems monitoring separate categories. For example, if the 
Department purchased a patrol boat in 1 975, we now must be able to identify when the 
boat was purchased; determine how much was paid for it and produce the original receipt; 
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track where it is being used: if it has been offered for resale through the surplus property 
program, and. if so. when it was sold and for how much. And. we must have supporting 
paperw'ork for all these transactions, sometimes up to 18 months after disposal or sale. 
Obtaining a clean financial opinion requires an integrated and complete audit trail for 
millions of DoD items, many purchased decades ago. 

The Department s current leadership is committed to making financial 
management reform a hallmark of its stewardship. Progress to date has been substantial, 
and the Depanment is determined to successfully complete this historically significant 
reform effort. 

PROGRESS ON FINANCIAL MANAGEMENT REFORM 

Our pivotal agent for accomplishing needed financial management reforms is the 
Defense Finance and Accounting Service (DFAS). The DFAS has made remarkable 
progress since its formation in 1 99 1 . As the largest finance and accounting firm in the 
world, the DFAS now processes a monthly average of nearly 10 million payments to DoD 
personnel; 1.2 million commercial invoices: 600,000 travel vouchers/settlements; 

500,000 savings bond issuances; and 1 22,000 transportation bills of lading, with monthly 
disbursements averaging $24 billion. Given the magnitude of these operations even a 
small percentage of errors can result in large numbers. 

When the Military Services turned over their finance and accounting operations to 
the DFAS in 1991 , they also turned over numerous problems that they had been dealing 
with, some allegedly since the formation of the Continental Army. In response to the 
many problems, we have undenaken the most comprehensive reform of financial 
management systems and practices in the Department’s history. Financial operations 
have been consolidated, the number of noncompliant finance and accounting systems 
have been significantly reduced, standard systems have been designated, ambitious 
deployment schedules have been established and implemented, and business practices 
have been reengineered to adopt best practices from both the private and government 
sectors. Let me discuss some of these accomplishments. 

Consolidation of Financial Management Operations 

The DFAS is consolidating over 330 financial management field sites scattered 
throughout the world into five centers and 20 operating locations, saving $120 million 
annually. Through these consolidations, the Department is able to eliminate redundancy 
and unnecessary management layers, facilitate standardization, improve the accuracy and 
timeliness of our financial operations, enhance service to customers, increase 
productivity, and provide better financial management support to the Department’s 
decision-makers. 
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Consolidation of Finance and Accounting Systems 

To remedy ihe problem of numer<ws, incompaiible and noticompiiani finance and 
accounting sysiems, the DFAS has embarked on a major slreamlining effort of our 
financial systems. As of October I99S. finance and accounting systems were 
operating-down from 324 systems in 1991. a 66 percent reduction. Finance systems 
have been reduced from 127 to 18, with agc«l of dropping to just 9 by 2003. Accounting 
systems are down from 197 to 91 , with a goal of 23 or fewer by 2003. By the year 2003, 
the Department expects to pay and acccxim for its over 2 million service members, 

2.2 million retirees and annuitants, over 600.000 civilian employees, and 200,000 
contracts using just 32 finance and acccatnung systems--a 90 percent reduction. 

These system objectives compare very favorably with the private sector. A 
recent study of the number of finance and accounting systems used by the Top 10 
Fortune 500 companies showed that, on average, each of these companies has 
approximately 1 47 finance and accounting systems-compared to the 32 planned for the 
Department. Further, not one of these companies had ongoing initiatives on the same 
scale or magnitude as the Depanment of Defense. 

The objective of the Depanmem's initiative, however, is not simply to reduce the 
number of the financial inanagemem systems. The consolidation, .standardization, and 
modernization of the Department’s financial management systems is meant to enable the 
Department to eliminate its outdated noncompliant financial management systems and 
replace them with financial management systems that provide more accurate, timely, and 
meaningful financial management information to decision-makers. These efforts also are 
producing other benefits. 'such as improved processes and significant cost savings. 

Efficiencies 

As a result of a number of initiatives, the DFAS has significantly reduced its 
personnel requirements and its operational costs, creating more efficient and economical 
operations without a degradation in services provided. 

Between FY 1993 and FY 1999. personnel levels that the DFAS inherited from 
the DoD Components should decrease by 38 percent, from 3 1 .000 personnel in FY 1993, 
to approximately 19,000 personnel by the end of FY 1999. By FY 2003, it is projected 
that the DFAS will reduce its personnel levels by another 3,000 personnel, to 1 6,000. 

Thus, over the ten-year period from FY J 993 to FY 2003, the DFAS will have achieved a 
4S percent reduction in its personnel levels. 

In terms of constant dollars. DFAS’ cost of operations has decreased from 
approximately S 1.8 billion in FY 1995 to a projected $1.6 billion in FY 1999-aimost a 
1 3 percent reduction: When compared to the operations of the Department as a whole, 
the DFAS budget equates to approximately six-tenths of one percent of the Department’s 
budget. This is about one-halt the industr)' average of 1 .2 percent. Tliese savings in 
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operiiinE costs are bang offset, in pan. bv (he (iced to tovesi in ne» systems and 
tetfmology in ordei to iise! today’s new teqaiieinenis and cw'lenges. 

OuiS0ttrdttg 

Coiti[is[itio!i within (fit govemmert with the pivaie sticiof slsotias been 
liiiliteia to improve financal .service,! and save raotBy. Changes itncJcracntetJ by the 
DFAS. as a result of competition studies, have protoeeti annual savings of $23 ciiiiicu 
through tile streaniiining of aciiTtiiiisttiiijoa c^iWotss. facilities, logistics, arid the 
tonsolidatioti of debt and claims tnanagetnent and veriior payments. Other reforms to the 
contractor paymem and audit process have heiped increase the accuracy rale of payiHcuts, 
eipcdiied ihe settlement of overhead rates and the doseotit of cotitrects, and nre playjiig 
sa aistrumentai roie in tile initiative to improve the proairemetit process, with a goal of 
becoitiing paperless enriy in the next century. 

We also are Bitsig p’iblic-privaK cottipetition {the A-76 process! to improve 
fujctiotis and reduce costs. Within te fmaccial comiwniiy, we have ai-going A-?6 
studies in several ciiticai areas, such as Defense Corotnissary Agency aecnaating, 
irmsimriatloe accounting, depot tnaitilejiance accouiiliiig, and civilian and 
retireetannuliapr payroll. 

To date, spproxiisateiy one-third of Sb DFAS operations, tnefflrred in terms of 
costs, Isve teen cither outsourced, compeied fw outsoureing, or are in the process of an 
outsotireing contpeiiiion. 


Fi/timml SfMsgase/tt Pulieies 

The Department is replacing approxitmtcly 70,(XIO pages of separate, asd often 
cohflicting. Defense orgatiisaiional regulsdcm with a single ssaniiaid“DEp!!ittnent of 
Defense Fiaanciid Maiagenient Regujati®,” Todaie, appitnimsJely 3i ,000 pages have 
been cliraiaaied. In order to ensure the widest possible distribution of the poBcies 
contained in this regulalim, the regulation has been made ayailablc cat the Internet and ea 
CD-ROM, 

In addition to consolrdaiing end sliminaling duplicate and coaflictii^ guidance, 
the Department also has piomalgated more stringent siiid responsible pidanee in s 
number of iaandal nfflagcmenl areas. Such pdicies include, but ae not limited to; 

(1) rajoiraaents to establish obliptians foruninatched disburseraeiits. amative 
unliijuidsled obligadons ami in-transit disbursemstvis; (2) the requirement to record 
oHigalieas in the official accounting .systems within ! 0 days of rncuiMce: (3) the 
establishinen: of DoD Cwipnncnt lesponsibilitics and requiretnents for reconciling 
contract payments; (4) the requiicatciit io review aud vniidate eWigafens at leas three 
times airauidly; (5) die rajuirenent to cease payments siiould accounts go in the red; 

(6) fee requirement to iaplemetit the United States Goveraisent Standard General Ledger 
simetura; {7) the requirefflcnt to pnsvaiidate payments at levels below those required by 
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Statute; (8) the esiablishmem of rules for and responsibilities of the DFAS and the DoD 
Components for the preparation of various financial reports; as weii as other policies. 


Internet Centrois 

To strengthen intemaJ controls, the Department implements checks, balances, and 
approval requirements for transactions that affect resources, hitemal controls minimize 
the Department’s susceptibility to mismana^niem within its finance and accounting 
operations. The Department strives to incorporate the appropriate levels of verification 
without requiring excessive resources orhampering the ability to complete the mission. 

Over the past 3 2 montIts. we have taken significant actions to improve our imemai 
controls, including: 

* Enacting a 100 percent review of our vendor pay systems to determine who has 

access and at v/hai levels, ensuring that the necessary separation of duties exists; 

• Strengthening in-house reviews to detect improper alterations of receiving reports: 

and 

e Enhancing fraud awareness and prevention training for vendor pay employees. 

Operation Mongoose 

Anodier intenial control initiative is the creation of Op^ation Mongoose to detect 
and correct potential internal control weaknesses. This initiative uses dte combined 
efforts of the DFAS, the Defense Manpower Data Center, the Department of Defense 
Inspector General's Office, including the Defense Criminal Investigative Service, to 
develop fraud indicators that can be spotted, by discrepancies among systems. Tliis 
program collects and compares data throughout the Department, detects the presence of 
anomalies within the Department’s systems and examines appropriate records to 
determine if applicable anomalies are a result of fraud. If fraud is found, the Department 
vigorously pursues criminal charges against those resptxisible for the fraud. The 
objective of (^ration Mongoose is to establish a permanent structure to detect and 
prevent fraud by reducing the opportunity for the concealment of crimes and actively 
seeking it out, rather than waiting for it to surface by chance, be identified by infexmants, 
or be detected by random reviews. Operation Mongoose has identified and recovered 
S20 million in erroneous, duplicative, or fraudulent payments. Despite isolated 
occurrences, we are succeeding in closing the door on fraud. 

Disbursements 

A problem disbursement occurs when an expenditure has not been reconciled with 
official accounting records. DoD problem disbursements, once totaling $34.3 billion, 
have been reduced to $10.9 billion as of Febmaiy 1999. Although the Department 
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considers its problem disbursements a matter to he taken seriously, almost all such 
expenditures involved were proper and were made only after a Department official 
confirmed that the subject goods or services were received and that payment was in 
accordance with a valid contract. That notwithstanding, the Department has extensive 
efforts underw'ay to improve its disbursement prcxress. 

Prevalidation, the process of matching a disbursement to an obligation before 
(rather than after) a payment is made, helped to reduce problem disbursements. 
Tliresholds for applying prevalidation have been established at each DFAS center. To 
assist in reducing problem disbursements, thresholds fw applying prevalidation are being 
gradually lowered until all payments will te prevalidated. 

In addition to prevalidation. the tfepartment currently is implementing a system 
called the Defense Cash Accountability Sy^em (DCAS) that will automate the 
interscrvice disbursing process. When fully implemcDtcd, the disbursement voucher data 
will be collected electronically under oiie central system and distributed electronically to 
be available for posting to the accounting systems. The cycle time will be reduced from 
over 90 cays to 2 days. The first piiase of DCAS implemeniaiion began in March 1 999 
and DCAS is c.xpected to be fully on-line by the end of 2000. 

To assi.si in better understanding problem ejisbuniemenrs, attached are answers to 
frequently asked questions about problem disbursements. 

Information Infrastructure 

The DFAS is establishing a Corporate Information Infrastructure to support the 
of common data elements for the collection, storage, and retrieval of finance and 
accainting data; support the use of common transactions; and support the movement of 
common transactions and data among systems. This reform is an ambitious effort to 
standardize and electronically share acquisition data between the acquisition and financial 
management communities. This effort will greatly improve the interactions between 
DoD procurement systems and the financial systems t^t process and account for the 
payments of the Department’s acquisitions. 

The DFAS also is working toward ensuring that all its systems are Year 2000 
(Y2K) compliant. The overall goal has been to provide a coordinated effort that ensures 
no DoD financial management system is adversely affected by Year 2000 problems. 
Consolidation of the Department’s finance and accounting systems has substantially 
reduced the cost of fixing the Y2K problem. The DFAS is on track to complete all 
Y2K-related programming for its finance and accounting systems, including the 
platforms, or hardware, on which these applications operate, and is expected to be fully 
y2K compliant by May 31 , 1 999. The financial management community also is working 
diligently with the other functional communities to ensure incoming data streamvS are 
compliant as well. 
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Exchange of Financial Information 

In addition to consolidating operations and reducing systems, the Department's 
financial management community has over 150 initiatives underway to improve and 
streamline financial management and improve the timeliness and accuracy of its 
accounting data. For example, the DFAS is promoting the paperless exchange of 
financial information through Electronic Document Management, Electronic Funds 
Transfer, and Electronic Data Interchange initiatives such as: 


» Electronic Document Management World Wide Web applications . Electronic 
document access enables on-line, real-time access to documents needed to 
perform bill paying and accounting operations. This allows for contracts, 
government bills of lading, and payment vouchers to be stored in electronic file 
cabinets and shared between DFAS activities. Another application avoids 
unnecessary' printing of reports by converting them into electronic format for 
on-line analysis, reconciliation, and reporting. Electronic data access technology 
also is being used to enhance the control and management of documents needed 
for bill paying operations, regardless of the format of the document. 

• Electronic Funds Transfer (EFTf EFT is reducing the cost of disbursements. 
Over 98 percent of DoD civilian employees and military members paid by DoD 
have their pay directly deposited into their accounts. The direct deposit 
participation rate for travel payments is now over 90 percent. In 1 998, 74 percent 
of the number of major DFAS contract payments, accounting for 89 percent of 
total contract dollars disbursed, were made by EFT. This percentage is expected 
to continue to increase, 

• Electronic Data Interchange (EDIT The DFAS is using EDI to send remittance 
information directly to vendors and currently is working to receive and process 
EDI contracts and contract modifications into finance and accounting systems. 

FUTURE PLANS FOR FINANCIAL MANAGEMENT REFORM 

The 1998 Financial Report of the United States Governme nt (formerly known as 
the Consolidated Financial Statements of the U.S. Government) was released on 
March 31,1 999. The Congress and the Administration initialed the development of this 
financial report in order to create an additional tool for policy-makers and to provide an 
additional source of financial information for the public. The publication of this second 
annual financial report represents one component of the Administration’s continuing 
efforts to improve the management and efficiency of the United States Government, and 
to provide the American public with information about their government’s assets, 
liabilities and operations. 

Earlier in March 1999, the Department released its financial statement. In fact, 
the Department released eleven separate financial statements. These included separate 
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financial statements for the Army General Funds, Army Working Capital Fund, Army 
Corps of Engineers Civil Works Program, Navy General Funds, Navy Working Capital 
Fund. Air Force General Funds, Air Force Wooing Capital Fund, Defense Logistics 
Agency Working Capital Fund, Defense Finance and Accounting Service Working 
Capital Fund, Military Retirement Tnist Fund, as well as an overall statement for the 
Department as a whole. Of these eleven statements, the auditors said that only one-the 
Military Retirement Trust Fund--was sufficient to earn a “clean” audit opinion 
symbolizing that the amounts reported meet acceptable auditing standards. 

The results of these audited financial statements indicate that there is a need for 
further improvements in our financial management. To build on the progress to date, and 
to continue to improve DoD financial management, the Department must vigorously 
advance both a long-term and a short-term strategy. 

Long-Term Strategy 

Our long-term strategy recognizes that a lasting effective financial management 
reform solution requires a Defense-wide management information overhaul. This is 
necessary because our systems currently are not up to the task. Over the last few years, 
the Department streamlined its numerous incompatible finance and accounting systems 
by eliminating over 200 systems that did not comply with current accounting standards. 
More recently, the Department has been developing an architectural blueprint for Defense 
financial management reform and, in the fall of 1998, presented the first comprehensive 
“Financial Management Improvement Plan” for the Department. The plan touches on 
almost all aspects of accounting and finance within the Department. It includes, for the 
first time, an accounting and finance concept of operations that describes the manner in 
which the Ekpartment intends to carry out its accounting and finance operations in the 
future, and is a major step in meeting our financial management reform objectives. Our 
long-term strategy focuses on reengineering or replacing existing systems with systems 
that are compliant with new federal accounting standards and that will interface well with 
the Department’s other financial and non-financlal systems. Our objective is to transform 
our accounting systems and the many feeder systems that support them, with FY 2003 as 
our target date for completing the overhaul of our accounting systems. 

Achieving accurate and acceptable financial management reports requires 
enormous efforts from all functional communities within the Department-not just the 
financial management community. Only 20 percent of the data needed for sound 
financial information originates in systems under the control of the financial management 
community. The remainder originates in non-financial feeder systems— most notably 
logistics, acquisition, personnel, and medical systems. Therefore, much of our effort 
must, and does, involve working with those other communities to upgrade their systems 
and to improve their interfaces with the E)epaitment’s financial management systems. 
While this cooperative endeavor is well undoway, much additional effort will be required 
to successfully complete the undertaking. 
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Hie "Financial Management Improvement Plan” that was submitted to the 
Congress last fall was only the first step. The Department intends to expand and refine 
the plan and continue to update it on an annual basis. The plan was developed to do more 
than just meet various reporting requirements. The Department fully intends to use the 
plan to guide the transition and evolution of its financial management improvement 
initiatives. 

Short-Term Strategy 

While system changes are the long-term solution, there is much that we can, and 
must, do between now and FY 2003. Our short-term strategy recognizes that. We are 
developing interim methodologies that will allow the Department to achieve a satisfactory 
level of compliance in its major accounts and attain more favorable audit opinions on the 
Department’s financial statements. 

To succeed in this effort, the Department has fully engaged in a partnership with 
the Office of Management and Budget (OMB), the General Accounting Office (GAO) 
and the Office of the Inspector General (OIG) for the Department of Defense. We are 
working, on a collaborative basis, to identify major obstacles that must be overcome for 
the Department to be successful; developing interim solutions to the Department’s 
systemic problems; and applying accounting and auditing standards in ways that make 
sense for the unique requirements of the Depanmeni of Defense. 

Major deficiencies that prevented the Department from receiving a favorable audit 
opinion in the past have been identified. Alternative methodologies to deal .with these 
deficiencies have been developed and coordinated with the OMB, GAO, and OIG. To 
implement these alternatives, plans detailing short-term strategies for solutions to each of 
the deficiencies have been developed along with the identification of responsible parties 
and milestone dates needed to support accomplishment of the Department’s goal. To 
ensure we stay on track, applicable organizations within the Department are being asked 
to report on their progress, and, as appropriate, update these plans on a regular basis. 

The Department has hired contractors (CPA firms) to assist in its efforts. The 
Department also is developing more detailed policy guidance to assist the various DoD 
Components in identifying and reporting additional information not previously required. 
Further, the Department is examining various internal processes to identify gaps or 
deficiencies in its current information flow processes and developing interim approaches 
to overcome those deficiencies pending the modification of existing systems and/or the 
introduction of new systems. 

For example, one short-term strategy involves reporting the value of property, 
plant, and equipment. The GAO estimates that the value of the property owned by the 
Department is four times the value of property and equipment owned by the rest of the 
Federal Government combined. Stated differently, the Department of Defense has 
approximately 100 times more property than the average federal agency. As a result of 
new government-wide standards that became effective in FY 1998, the Department now 
is being asked to report a value for this general property, plant, and equipment that is 
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based on the initial purchase price, and record depreciati(»i for the asset since the initial 
acquisition date. The problem is that much of this property was acquired decades ago, 
some over a century ago. and many of the original documents needed to substantiate the 
initial acquisition cost of these properties no longer are available. Therefore, we are 
working with the auditors, and have hired private accounting firms, to develop an 
acceptable method for establishing a value where adequate documentation does not exist. 

> Another action involves quantifying the Department's long-term future liabilities, 
such as projected future costs of health care for current and future Department of Defense 
military retirees, projected future environmental cleanup costs of Defense properties, and 
projected future disposal costs of weapons and hazardous materials. These are liabilities 
that the Department may not be required to pay until 10, 20, or 40 or more years in the 
future, and that, until recently, the Department was not required to report. Clearly, it will 
be a difficult task to identify and report the amount of these long-term future liabilities. 
But, it is the right thing to do. and we intend to do it. 

FINANCIAL MANAGEMENT TRAINING AND 
PROFESSIONAL DEVELOPMENT 

The challenges that I have discussed with respect to improving our financial 
management processes and systems are enormous. Moreover, these challenges coincide 
with a period of considerable turbulence, as we face continued downsizing and turnover. 
To respond to these challenges, the Department is placing an even greater focus on 
training and professional development. 

Today’s financial management workforce is well qualified and highly motivated, 
but tomorrow’s must be even better. We need to prepare the next generation of financial 
management leaders. To that end. we are developing professional standards for our 
financial managers. Such standards include recommended education and training 
requirements, participation in continuing professional education programs, and perhaps 
some form of professional certification. Our goal is to ensure that as individuals are 
promoted, they attain and exceed desired core competencies in financial management. 

The pursuit of desired professional standards would help better ensure that we can 
continue to produce high quality financial managers. It also would demonstrate quality in 
an objective and measurable manner that would be visible both to the Department’s 
leaders, the Congress and to the American public. In short, greater attention to 
professional training and development is good, not only for the Department’s financial 
management community, but for the Department as a whole. 
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CLOSING 

From the President on down, the Administration has demonstrated that it 
recognizes the importance of sound financial management practices. Within the 
Department of Defense, we recognize the extent and severity of financial management 
deficiencies and the need to address these deficiencies. This requires a concerted 
improvement effort across the entire Department, not just the financial community. 
Given where we were in 1991, and the obstacles we faced, the progress we have made so 
far has been extraordinary. Notwithstanding the formidable nature of our remaining 
challenges, we have set a high, but achievable, objective for ourselves, and we will 
continue our efforts to correct weaknesses and improve the reliability of our financial 
information. We look forward to continuing to work with this Congress to achieve the 
goals and objectives associated with financial management reform efforts. 
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Mr. Horn. Well, we thank you. I don’t envy you your responsibil- 
ities. And I appreciate your statement. 

We’re going to allow 10 minutes to each Member for questioning. 
We will alternate, and the chairman’s time will go to Mr. Ose for 
10 minutes and then the ranking member, Mr. Turner, and then 
the vice chairwoman, Mrs. Biggert. 

So, Mr. Ose, 10 minutes on questioning. 

Mr. Ose. Thank you, Mr. Chairman. 

My questions are primarily directed to Mr. Dodaro. I have read 
your testimony. I have a couple of questions. I think they boil down 
to really a concern on my part as highlighted on page 15 and 16, 
regarding training of personnel, page 15 at the bottom and page 16 
at the top. 

There is a comment in there, “It is essential that DOD also es- 
tablish a well-trained cadre of financial management personnel. 
“And at the risk of cherry-picking this testimony. I’m going to hop 
forward a couple of paragraphs, where it also makes the comment 
that over half of those surveyed had received no financial or ac- 
counting-related training during 1995 and 1996. 

First of all, the DOD has a cadre — I hate that word — ^but a group 
of accountants that it uses to establish the books. Do they come out 
of the military? Do they come out of military training? Do they 
come out of business school? Where do these folks aggregate to us 
from? 

Mr. Dodaro. Yes. Most of the accounting technicians are from 
the civilian work force. Part of the issue here — and really this is 
an issue across the Federal Government, but it’s most acute in the 
Department — is that in many cases, the accounting functions could 
be best described as administrative backwater functions over the 
years. This occurred until there were requirements to prepare fi- 
nancial statements which started in fiscal year 1996, which was 
the first year these requirements were in place across the govern- 
ment. 

So there were in place a lot of technicians or clerks, voucher- 
processing people, and really there was not a great deal of atten- 
tion given to training of those people over time, which was our 
point to the Department. We went out and we compared the type 
of training activities that occur in leading organizations in the pri- 
vate sector and in State governments, where they have had audited 
financial statements for a number of years, and good financial 
management operations, and we asked, “How much do you devote 
to training?” 

And they came back and said, we devote quite a bit of effort, re- 
sources and time to do that. We believe, unless there’s minimum 
training requirements established and a training curriculum put in 
place for the Department, that there’s going to be continual difficul- 
ties. Part of the recurring audit problems. Congressman Ose, large- 
ly revolve around failure to follow established procedures that are 
in place, not doing these monthly reconciliations that I mentioned 
at Treasury Department. So training is really important. 

And I understand that the Department has been reluctant to set 
minimum requirements then that implies a resource commitment 
to this organization of people to bring them up to the level in which 
they’re been held accountable now. And that’s really important. 
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Mr. Lynn. If I could jump in. 

Mr. OSE. Mr. Secretary. 

Mr. Lynn. I think what Mr. Dodaro said is true. In the past we 
have been reluctant to set standards. In fact, we are now under- 
taking an effort that would set standards and certification to those 
standards. 

Mr. OSE. For the personnel? 

Mr. Lynn. For the personnel. We set up a new school in Massa- 
chusetts with the curriculum toward this end. We’re working with 
the American Society of Military Comptrollers in terms of an effort 
to do that certification, to have an objective set of criteria by which 
to judge people. And we agree with Mr. Dodaro that more efforts 
need to be put into training. That’s actually not, I think, limited 
to financial management. I think that’s government generally. 

One of the things that we’ve found, in general, is that the Fed- 
eral Government does not spend nearly as much on training its 
people as private sector people, private sector companies do across 
the board. And the Secretary is committed to improving that across 
the board, and we’ve taken steps in the financial management area 
in particular. 

Mr. OsE. As a freshman I would hasten to add, I wish they 
would have some congressional training for Members, but it’s not 
just on that side of the table. 

Mr. Dodaro. Congressman Ose, one of the things we point out 
in those paragraphs that you’re citing is that there’s a well-defined 
program that has been put in place in the acquisition community 
in the Department of Defense, because there has been problems 
over the years and because of the billions of dollars that that orga- 
nization handles, now there’s certification requirements and train- 
ing programs; and we think the same level of effort needs to be 
given to financial management. So I’m glad you raised that ques- 
tion. 

Mr. Ose. I don’t know how to handle a problem unless the person 
handling it is well trained. You can see how I’m flailing about up 
here. I can imagine how it is out there. 

I do want to note that there’s a couple of spots under the short- 
term improvements notation in some of these paragraphs where ac- 
counting standards are in the process of being implemented. I spe- 
cifically want to go to the citation on page 9 related to the Air 
Force in differentiating between national defense assets and prop- 
erty plant and equipment. This indicates that we’re in the process 
of implementing that. I would appreciate a status report if anyone 
has information as to however along that is. 

Mr. Dodaro. Sure. The basic standard changed abit for fiscal 
year 1998. Let me back up and explain the way that standards are 
set. There’s a Federal Financial Accounting Standards Advisory 
Board that has been created by the Director of 0MB, the Secretary 
of Treasury and the Comptroller General, and they recommend 
standards to 0MB and GAO and then they’re adopted and put into 
effect. 

One of the fundamental issues that they’ve been focusing in on 
is while they use commercial accounting standards to the extent 
they make sense for the Federal Government, is to really tailor the 
standards to the unique requirements of the Federal Government. 
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Nowhere is this more applicable than in the national defense 
arena, where you really don’t always have comparable standards. 
This area is very unique. 

So the requirements for 1998 were to take mission assets, weap- 
ons systems, et cetera, off the balance sheet because everybody 
agreed it didn’t make any sense to depreciate carriers over a period 
of time. The change put them in a separate stewardship statement, 
whereby there would still be accountability for quantities of those 
assets, have some information on the level of investment that we’re 
making as a country in weapons systems development, and there 
would be responsibility for tracking additions and deletions over 
time. And that standard is still under review as to exactly what 
type of reporting would best be useful to the users of the financial 
statements. 

But the basic idea was to treat mission assets differently than 
you would treat the buildings used on bases in the normal support, 
real property, land and buildings and personal property, desks, 
computers, et cetera, that carry out normal business functions. And 
the Department is in the process now of separating that out. There 
are some gray areas, obviously. 

Mr. OsE. How far along is the separation? 

Mr. Dodaro. Let me ask Ms. Jacobson to answer that. And I’m 
sure the Comptroller’s office has some information on it. 

Ms. Jacobson. They basically have just begun going through the 
individual kinds of assets and trying to separate them between the 
various categories, between weapons systems and other types of 
property. Part of that is because the definition did change under 
the standard this year, to try to clarify some ambiguous items. So 
they are in the process. They are working on it, and they do have 
contractors involved trying to help them do that. 

Mr. OSE. If I may, one thing I always like to do is I always like 
to do something small and then expand it, if it works. Are there 
any departments or — that’s not the right word — subdepartments of 
the DOD where your review has shown things to be properly ac- 
counted for that you have a high degree of confidence in the reports 
that you submit? 

Mr. Dodaro. Basically, the Military Retirement Trust Fund has 
received a clean audit opinion from the audits done by the Inspec- 
tor General. The various services are at different stages of develop- 
ment. Under the original Chief Financial Officers Act that passed 
in 1990, the Department of Army and the Department of Air Force 
were designated pilot programs and audits were done. So they’ve 
undergone audit scrutiny for a longer period of time and are mov- 
ing to correct some of the weaknesses. 

But by far, the service that needs the most work is the Depart- 
ment of Navy. And I know there are different levels of effort that’s 
going to be required to bring up different parts of DOD. But the 
only one so far in the major parts of DOD to get a clean opinion 
is the Military Retirement Trust Fund. 

Mr. OsE. Does that include the post-retirement medical — because 
I saw in here there’s 200 — an estimate of $223 billion in actuarial 
liability. 

Mr. Dodaro. No, that does not include that, and that is still an 
issue which we raised on the consolidated financial statements of 
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the Federal Government. On the civilian side for the fiscal 1998 
statements, problems were rectified by changes that 0PM put in 
place. But on the military side, the post-retirement health care 
benefit still needs work to determine a better basis for making the 
estimates, having actual claims data, documentation, et cetera. 

Mr. OSE. Mr. Chairman. If I may, I would like to submit ques- 
tions for followup. Just the observation that I’ve got is that — I 
mean my business was very small and it was no grand enterprise, 
by any means. But I always figured that if I could get one thing 
under control and keep it there and move to the next thing where 
it was screwed up, if it was, and correct that and keep moving 
across the board, we could always get to the end at some point in 
the future where we knew things were right. 

That’s why I asked the question about the retirement system. If 
that’s fixed, let’s not take our eye off the ball there. Let’s move to 
another segment, fix that, if we can, and keep moving through. So 
I thank you for the chance, and I will submit questions. 

Mr. Horn. I agree with the gentleman. And the questions and 
the answers from the various witnesses will be put in the record 
at this point, without objection. 

Now I yield 10 minutes for questioning to the ranking minority 
member on the committee, Mr. Turner of Texas. 

Mr. Turner. Thank you, Mr. Chairman. 

One area that I wanted to inquire a little bit into in the prepared 
testimony that was submitted today related to improper contract 
and vendor payments. You know, this just almost boggles the mind 
to read that particular section of the report. 

It says the DFAS Columbus Center received in return payments 
from defense contractors $4.6 billion. Between 1994 and 1998 those 
return payments were due to overpayments to contractors. It’s just 
beyond me to understand how that much in overpayments could be 
made to contractors, and you have to try and get it back and you 
wonder how much more is out there that you didn’t get back. 

It would be helpful if you can explain to me how in the world 
that kind of situation exists. I mean, are contracts all that complex 
that we just — that they can’t even administer them properly and 
everybody is having to go back and check on whether they’ve got 
the right amount of money? 

Mr. Dodaro. Basically, there are a couple of fundamental prob- 
lems. No. 1, many of these contracts are complex. They’re modified 
many times over a number of years, and there are countless 
amendments. And some of the files and contract files that DFAS 
Columbus require — in fact, reinforced floors to hold the size of 
some of these contract files. 

So contract administration is complex. When contractors return 
payments on their own; a lot of these cases the contractors are just 
sending back voluntarily overpayments, in addition to those found 
by the Defense Contract Agency. Part of the problem stems from 
the fact that a large part is contract administration errors that 
occur along the way, and then there are payment errors. 

This problem. Congressman Turner — if you remember when we 
were talking about the consolidated statements of the Federal Gov- 
ernment, we mentioned the Medicare area where there were a lot 
of improper payments made in the fee-for-service program. A lot of 
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this stems from the fact that over the years the primary measure 
of performance for a lot of financial management functions were 
how quickly you could get the payments out, in this case, to the 
DOD contractors and other cases the Medicare service providers. 

So there was pretty much a pay-and-chase mentality in place 
over time, as you get the money out quickly, and then you sort 
through the process through a post-audit evaluation, which is why 
the Defense Contract Agency has been set up. And that is not a 
good way to run a business. I mean, it’s not a good internal control 
to rely on the people you’re paying to voluntarily send money back 
to you if they’re overpaid. 

So DOD started to validate some of the material beforehand. But 
part of it also stems from the fact that the contract payment proc- 
ess is different than the accounting process. And so the payments 
are made, and then it takes a while to match up. This is where the 
systems problems are really problematic, because they have no 
ability to compare and reconcile the information to know that the 
goods were received and also that it was a valid obligation. 

So this is a fundamental area that needs reform. And you’re put- 
ting your finger on a proper issue. It’s a fundamental problem. And 
it’s been in place for a while. The Department is trying to address 
it, but until they reform and bring the contract community together 
with the accounting community — and this is another area where 
you have diffuse responsibilities within the Department — and real- 
ly have a good check and balance in place on those payment sys- 
tems to make sure that only proper payments go out the door, this 
is going to continue to occur. 

Mr. Lynn. Mr. Turner, if I might just jump in. One of the chal- 
lenges we have in the Department of Defense is that any number 
that involves the Department of Defense is going to be huge, which 
is a two-edge sword. It means that we have to redouble our efforts 
to make sure that we’re — we have the right controls in place, be- 
cause so many dollars are involved. 

It also means that any example that you cite is going to have a 
large number associated with it. The number you’ve cited is coming 
down. We’ve cut contractor overpayments in half over the last 3 
years. So it’s down. Just to give you an example of what kind of 
magnitude, it’s about one-tenth of 1 percent right now. But that 
still gets you up into the hundreds of millions of dollars, which is 
still too large. And Mr. Dodaro is exactly right. We need — and we 
are taking the steps which involve electronic data transmission, 
electronic commerce, that will link up the systems to avoid any of 
these overpayments. 

But I don’t want you to leave the impression that this is a large 
portion of our dollars. It is a small portion, and it is declining. 

Mr. Turner. Well, just if my math is correct, it looks like we 
have to return about $2 million a day to Defense contractors or 
they have to return to us about $2 million a day. It just seems like 
an awful lot of money to me. 

Mr. Lynn. You’re making my point; just about any level of the 
Defense Department has a lot of money. 

Mr. Turner. It seems to me that, you know, maybe it goes to the 
complexity of the contract arrangements; maybe it’s inevitable that 
there is going to be some confusion in it. One thing I noticed under 
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the section labeled “improper contract and vendor payments,” in 
the first paragraph you refer to the $4.6 billion that is returned 
over that 5-year period by Defense contractors; and then down in 
the third paragraph on page 19, we’re talking about $6.8 billion. 
I’m not sure I understand the difference in those two numbers. 

Mr. Dodaro. The $4.6 billion is what the contractors returned on 
their own voluntarily. The $6.8 billion is what the Defense Con- 
tract Agency disallowed through a post-audit function, where 
they’re reviewing all the contract documents on the payments and 
they disallow some costs. So the $6.8 billion is what DOD identified 
on its own through the contract agency and settling out a contract. 
Any time a contract is closed, it’s then audited by this contract 
agency. So those numbers are mutually exclusive. 

Mr. Turner. And, Mr. Secretary, the numbers you were men- 
tioning that have improved, are those the voluntary repayments or 
the amount that we’ve actually recovered through efforts of the De- 
fense Department? 

Mr. Lynn. The numbers I was referring to was the first set that 
you referred to, which are in some voluntary overpayments, others 
are overpayments that we find ourselves as we go back and re- 
search the payments. It’s a combination of both of those. 

Mr. Turner. So you can’t tell me what percentage of the im- 
provement is represented by increased voluntary return from De- 
fense contractors versus the percentage that we have recovered be- 
cause of our own Department of Defense initiative? 

Mr. Lynn. Oh, no, I can tell you that. Almost all of the improve- 
ment stems from improved systems and better linkages between 
our disbursement activities and our accounting activities. It doesn’t 
represent an increase in voluntary payments. 

Mr. Turner. Is there any way — and I guess you have to be pret- 
ty close to all of this to understand this very well — but is there any 
way to know how much more we should be recovering? These are 
large numbers to me, and you say it’s improved in terms of repay- 
ments from Defense contractors. But is this sort of a tip-of-the-ice- 
berg sort of the problem, or does this represent just the way the 
system works and we’re probably getting back all that we’re sup- 
posed to get back? 

Mr. Dodaro. It’s difficult at this point to really tell until there 
are thorough audits done on a statistically valid basis to look at 
total disbursements. As we point out in here, there are other prob- 
lems with disbursements that are made that are not matched to 
obligations for a long period of time. 

And so part of the problems that the audit community have been 
identifying we really have not gone in and taken like we have in 
the Medicare program, as we explained to you before, a nationwide 
sample of claims and come up with a number of improper pay- 
ments, so that those can be tracked over time. That has not oc- 
curred yet at the Department of Defense. 

And at some point in the future, when the records can be in a 
little bit better shape, that needs to be done; and then you would 
have the figure that you’re talking about. So you would really know 
the magnitude. These are anecdotal examples at this point and not 
based on a statistically valid sample of all the disbursements at the 
Department. 
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Mr. Turner. What would it take to do a statistical-analysis sam- 
pling to really — I mean, is this really a hig undertaking to do this? 

Mr. Dodaro. It would he a significant effort. But right now, it’s 
not worth the resources, because there are so many fundamental 
problems and the lack of documentation. In some cases, some of 
these disbursements are researched for 4 and 5 and 6 years before 
they’re matched with the disbursement with the obligation. So 
some of the records — the fundamental recordkeeping is problem- 
atic — that’s why I mentioned getting the existing systems better in 
shape and the reconciliations that need to be done. Those things 
need to be done first and narrow this problem. 

Because you could do a statistical sample, but in most cases what 
you would find is that perhaps the documentation is not available 
to make a conclusion one way or the other. So our judgment at this 
point is that it wouldn’t be a prudent use of resources until we can 
get some more fundamental improvements in place at the Depart- 
ment. But once that has occurred, through use of the proper statis- 
tical-sampling techniques, you should be able to do this. 

Mr. Turner. Thank you. 

Mr. Horn. Ms. Jacobson, you had to really work on that audit. 
Do you want to say some things in response to Mr. Turner’s ques- 
tions? 

Ms. Jacobson. Well, I would just add to Gene’s comments that 
we did do some testing of those MOCAS disbursements out of Co- 
lumbus this year; and one of the things that our preliminary find- 
ings show is that about half of the total dollars in transactions are 
adjustments. Some of those go back for 24 years adjusting the ac- 
counts to reflect what happened when that disbursement went out 
the door. So it’s a very messy system in process right now. And it’s 
going to take a lot of effort to clean up. 

Mr. Horn. That was Mr. McNamara’s beat, 1965. 

Mr. Mancuso. Mr. Chairman, if I might, I would add that from 
the Inspector General’s perspective, there have been any number 
of occasions over the last several years where the Department has 
recognized that a particular contractor or an individual may have 
received what appeared to be duplicate payments or excessive pay- 
ments and for whatever reason has not acknowledged that and in 
some cases denies it when confronted. 

Just as a matter of course, the Department relates that informa- 
tion to the Inspector General’s office, and we pursue those matters 
as potentially being fraud against the Department. Although in 
numbers, these are very few compared to the overall numbers of 
instances of overpayment, we have found on occasion that people 
have deliberately double-billed the Department because they sus- 
pect there may have been a weakness in the accounting system. 

Or in other cases, unfortunately, there have been times when 
people internal to the Department have generated payments 
through the payment offices in a roundabout way, moneys that 
would come back to themselves or associates, again taking advan- 
tage of the poor controls in the systems that we currently have. 

So there has been a somewhat good relationship with the Depart- 
ment and the IG’s office in trying to ferret out these anomalies 
where it is just not a simple mistake in overpayment or a mistaken 
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act by a contractor in accepting an overpayment. But overall, those 
have been relatively few. 

Mr. Horn. In our first hearing on this, the figure was, and we 
sort of looked at it with certain bemusement, the same outrage, in 
a sense, that Mr. Turner has and, that is, what has the Pentagon 
done with $25 billion that we can’t find? We asked Mr. Hamre at 
that time, the Assistant Secretary. I think it was your job, and 
yours has a new nice title to it. Under Secretary. 

We did another hearing, and we were told it is down from $25 
billion that we can’t find to $10 billion that we can’t find. I think 
that figure was used today in the testimony. Is it basically just a 
problem of acquisition, contracts, and inventory that we can’t seem 
to match up somewhere? Again, a lot of it was the Columbus, OH, 
processing center. 

We even heard there were such things as general schedule 1 still 
around. I thought they went with the first world war because I ac- 
tually knew a GS-1, an administrative Assistant Secretary who 
worked his way up the whole hierarchy when it was GS-1 to GS- 
18. Have they cleaned up that situation? 

Mr. Lynn. Maybe I can help with you that one. The $25 billion 
and the $10 billion numbers that you were referring to is actually 
not money that we can’t find. We can find the money. The issue 
there is the paperwork. What you are looking at — those are what 
is called the problem disbursements. The problem there is that the 
paperwork is not all complete. There is some missing element. 
There are a variety of explanations for it. It can be a transposed 
set of numbers; it can be not being able to find the right obligation; 
it can be not being able to find the right contract. There is a whole 
series. Those take a long time and too long, as Mr. Dodaro indi- 
cated, to research and find. The vast majority, as Mr. Mancuso in- 
dicated, involved just lost paperwork and ultimately it is found. 
But the money is not lost. It is a problem in the paperwork. 

The numbers that you cited going from $25 billion to $10 billion 
indicate the improvement in the systems that we have put into 
place. The systems are about two-thirds there. As we replace other 
systems, the MOCA system in Columbus that Ms. Jacobson was re- 
ferring to is on the list to be replaced over the next year or year 
and a half. That will substantially help that area. 

The prevalidation efforts that we are putting into place at this 
point will substantially help that. We are trying to drive this down, 
but it’s a very large operation. I don’t want to leave you with the 
misimpression that the money is lost or cannot be found. This is 
an issue of making sure that the paperwork is all up to date and 
matched. 

Mr. Horn. Are you saying, Mr. Lynn, that the money has found 
the Defense Department, but the Defense Department hasn’t found 
the money? Where is it in the pipeline? 

Mr. Dodaro. I am saying, for example, that 

Mr. Horn. Let’s move that team that has got the retirement 
problem fixed up and move them over to the Columbus processing 
center if they are still screwed up. 

Mr. Dodaro. One of the ways that we have gotten the $25 billion 
that we inherited down to $10 billion is we have had tiger teams 
where we put the best people on it and drive these things down. 
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You are talking about going through warehouse after warehouse of 
information to try to find that right piece of paper that matches 
with the payment. It takes time. We are working our way through 
it. 

Ultimately what you want to do, as I think that Mr. Dodaro and 
Mr. Mancuso indicated, is you want to have an electronic system 
so that you don’t have to do that paperwork research, that the sys- 
tem itself is seamless, and that those matches are made electroni- 
cally. We are working that. At the same time we are trying to work 
that backlog of unmatched disbursements down. 

Mr. Horn. Any other comments? Mr. Lieberman has a comment. 

Mr. Lieberman. If I might, Mr. Chairman, make a couple of 
quick comments. We analyzed the problem disbursement situation 
in a report that we just issued on April 16, which the committee 
now has. I think there are a few basic points to make when we talk 
about contract payments. 

First of all, Mr. Turner alluded to the way DOD contracts are 
structured in the first place. It is true that we have bewilderingly 
complex contracting which is something that the acquisition reform 
effort is trying to do something about. Second, we have to keep in 
mind that we are talking about tens of millions of transactions an- 
nually. It’s imperative that we fix the process on the front end so 
that these payments are made right, rather than trying to audit fi- 
delity back into the system afterwards, because there are just too 
many of them being made. 

It’s equally imperative that these disbursements be made by 
automated systems, because DOD just can’t do tens of millions of 
transactions manually and have any hope at all of complying with 
the Prompt Payment Act. Therefore, we are back to systems as 
being the root cause. We have lousy systems. New ones are in the 
works and will be in place by, say, 2002. That’s the long-term solu- 
tion. 

In the meantime, the Congress has legislated an extra step in 
the process which we call “prevalidation.” Disbursements over $1 
million are not supposed to be made unless the disbursement peo- 
ple know that they have a valid obligation already on the books to 
match against that disbursement. That’s supposed to be an extra 
control. 

The Department is trying to drive the prevalidation threshold 
down from the $1 million figure required by Congress all the way 
to a de minimus level of, say, $2,500, which would cover many 
more payments. But that’s been terribly difficult because this is a 
manual process. We have been unable to get below the $500,000 
figure and stay there because payments slow down. Contractors 
have a right to be paid if they provide services to the government. 
If they are not paid, they scream to the Department and to the 
Congress. This is a real dilemma over the next 3 years or so until 
we have these better automated systems in place. So it’s a very 
tough problem. 

Last, it’s hard to judge whether DOD is making progress or not 
with problem disbursements, because we don’t know what we don’t 
know. The data that managers have in their systems is not particu- 
larly reliable to tell them what is going on and we have done lim- 
ited auditing due to resource constraints. 
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Mr. Dodaro. The parallel issue that needs attention at the same 
time that the Department is automating systems is to really fix 
some of the weaknesses in computer controls. The Department’s 
computer systems are like a lot of Federal agency computer sys- 
tems. I am talking now about unclassified systems which would in- 
clude some of these payments systems as well as some logistics in- 
formation. They have serious computer security problems that 
make them vulnerable, both to outside hackers getting into the sys- 
tem and as well as people within the Department or its contractors 
who have too much access. 

Mr. Mancuso mentioned the number of reports that they have 
issued in that regard with recommendations. We have, at GAO 
made recommendations, and the Department is trying to put into 
place a comprehensive computer security program. But if that prob- 
lem is not handled now with the existing systems, as the Depart- 
ment becomes more automated, that problem will become more 
acute and the Department will become more vulnerable. 

So both things have to go in tandem: process reforms, upgrading 
the systems, and having the proper computer security controls in 
place to make sure that the systems are not exploited. 

Mr. Horn. Anybody else want to comment on Mr. Turner’s ques- 
tion? OK. Vice Chairwoman Biggert, 10 minutes questioning. 

Mrs. Biggert. Thank you, Mr. Chairman. I think that the GAO 
reported that in the Department of Defense lessons learned and 
studies from operation Desert Storm, that better asset information 
could have saved over $2 billion and that the weaknesses in man- 
agement control assets have been longstanding. 

Mr. Lynn, will the Department experience any cost deficiencies 
in the current conflict in Kosovo as a result of the changes from 
the lessons learned in Desert Storm? 

Mr. Lynn. I wouldn’t be able to quantify that. We have improved 
our systems since Desert Storm. We have better total asset visi- 
bility. So what that will mean is the units in the field are better 
able to know when their munitions and other spare parts stocks 
are on the way so they won’t double and triple order them. I think 
that was the problem referred to. 

We think we have reduced that problem, which would imply 
some savings, but I wouldn’t even try to quantify it. We have not 
licked that problem, though. In particular, we need better inven- 
tory systems in the logistics area, and we need a better connection 
between the inventory systems and the financial accounting sys- 
tems. That interface right now is not adequate, and that’s one of 
the reasons that we are not able to get a clean opinion. That’s one 
of the four or five major deficiencies that we are focussing on with 
GAO, the IG, and 0MB to try and better improve our performance 
there. 

Mrs. Biggert. I think one of the problems that we are facing 
with a vote coming up is the fact that we don’t have really the in- 
ventories and what is really the supplies and inventories that we 
need right now, over and above the bullet for bullet in Kosovo. So 
if you say that you don’t know or have control over those assets, 
then it makes our job much more difficult. 

Mr. Lynn. I’m not saying that we don’t know and don’t have con- 
trol over the assets. We do have control over the assets. The issue 
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with regard to the vote that you are talking about, I think, is some- 
what different. The kinds of things where we are proposing to re- 
place right now are major end items like cruise missiles, JDAM 
bombs. Tomahawk cruise missiles. Navy cruise missiles. All of 
those, we have very exact controls. We know where all of them are. 
We know how many we need. We know how many we have ex- 
pended. 

The issue surrounding them has to do with where we are in pro- 
duction. For example, the JDAM is only in its second year of pro- 
duction. It is becoming the munition of choice because it’s per- 
formed so well. But you obviously do not have very many if you are 
only in the second year of production. The proposal that is going 
to be before you this week would be to accelerate that production, 
to actually double that production because of the performance. 

The cruise missiles are still a different story. The air-launched 
cruise missiles are actually older cruise missiles. They were nu- 
clear. They were built during the Reagan administration. The line 
was shut down then. As the nuclear forces have been coming down, 
we have been converting those nuclear cruise missiles to conven- 
tional purposes. There is only so many that we can do that with. 
The long-term solution, which is not that long term, production 
starts next year on a new standoff attack weapon called the 
JASSM. The air-launched cruise missile is just an interim weapon. 

Similarly with the Tomahawk, the Navy-launched cruise missile. 
The issue there is we are going into a production of a new system 
in 2003. The question is how many of the older systems that are 
not quite as good or quite a bit more expensive, how many of those 
do you want to keep as a bridge to the new system that starts pro- 
duction in 2003? The proposal that you have before you would in- 
crease that number because of the expenditures in Kosovo and 
Kosovo as well as Desert Fox. 

Because we have shot those numbers at a higher rate than we 
anticipated, we now see a need to supplement the numbers we 
have between 2000 and 2003. In no case, though, here do you have 
an inventory problem with any of those systems. 

Mrs. Biggert. Mr. Dodaro, could you comment on that? Do you 
think that there has been any significant change since Desert 
Storm? 

Mr. Dodaro. I would only say that I agree with Mr. Lynn’s com- 
ment, that they haven’t got the problem licked yet with the sys- 
tems, and they will need to continue to work on that to get the in- 
tegration between the accounting system and the logistic systems. 

Mrs. Biggert. OK. Mr. Mancuso, in your statement, you point 
out that you believe that focusing primarily on the financial state- 
ment audit opinions may not be the best approach for the Depart- 
ment. We keep hearing about the clean audit, the clean audit. 
Could you expand on that a little bit? 

Mr. Mancuso. Yes. I think it’s clear that despite our efforts and 
despite our work with the Department, at least many of us believe 
that the statement, for instance, for this year, which was a dis- 
claimer, will probably be repeated next year, certainly on the con- 
solidated statements and almost certainly on many of the other 
supporting statements. 
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We feel it necessary to keep working with the Department and 
with GAO and 0MB on ensuring that the feeder systems get ad- 
dressed, that the underlying systems receive the resources that 
they need to ensure continued progress so that eventually we can 
reach clean statements. 

Even within our own organization, however, I would say that 
there is some dehate as to how much of our resources need to he 
continued toward just achieving clean statements. By that I mean 
that, for instance, in the DOD IG’s office, we spend about 200 audit 
work years solely on CFO work. That consists of close to half of our 
audit resources. 

At the same time, for instance, we have no resources at all look- 
ing on the finance side of DFAS, where we know there are prob- 
lems. Yet we continue to spend our 200 audit work years. To be 
fair, there is a very strong argument that could be made to say 
that we will never achieve clean statements if we let up the pres- 
sure, if we tried — for instance, an elementary suggestion would be, 
well, why can’t we just look at them every other year if we already 
know what we are going to find next year? An argument could be 
made that that would lessen the pressure on certain leadership in 
the Department to achieve clean statements and to achieve the 
work that needs to be done on the underlying feeder systems. 

So in sum, again, I guess our perspective would be that we see 
a greater good coming from resources being applied toward cor- 
recting the underlying problems and not in solely aiming toward 
clean financial statements which may, in themselves, disguise 
problems that still exist in the feeder systems. 

Mrs. Biggert. Thank you. 

Mr. Dodaro. If I could add a couple of perspectives to that, the 
underlying law, the Government Management Reform Act, really 
requires annual audits to be done, financial statements to be pre- 
pared and audits to be done across the 24 departments and agen- 
cies of the Federal Government as well as the consolidated finan- 
cial statements of the U.S. Government, which means that for the 
first time the Federal Government is now living by the rules that 
it sets through the SEC for publicly traded corporations. They have 
annual audits so the stockholders have good information. 

Every State and local government in this country that receives 
over $100,000 in Federal assistance has to have an annual finan- 
cial audit. But the executive branch of our National Government 
has not had that requirement in place until recently. We have seen 
other departments and agencies across the Federal Government 
begin to get their fiscal house in order only through this annual 
public scorecard. 

We now have about half of the departments and agencies that 
get unqualified or clean opinions. It takes a number of years, but 
the annual requirement is paramount in our opinion, and also the 
measurement of progress should not be the overall opinion, but it 
should be how many deficiencies are identified in that opinion and 
are the departments making progress in reducing the number and 
severity of the audit deficiencies. As Mr. Lynn indicated, we are 
working on a plan with the Department that will be a better meas- 
uring stick of the Department’s short-term progress. 
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Mr. Lynn. If I might add, I agree entirely with Mr. Mancuso. The 
audit opinion in and of itself is of limited value to the Department. 
We don’t determine expansion as a commercial operation would be 
on a — we don’t need a profit and loss statement for stockholders. 
The value for us is the state of our underlying finance and account- 
ing systems and public confidence in our financial stewardship. 
Those are the purposes for which we would seek a clean audit opin- 
ion, which are considerably more narrow than a commercial oper- 
ation. 

Mr. Mancuso, I think, is exactly right. The goal needs to be to 
improve our underlying systems. If we are to get a clean opinion 
that doesn’t improve our underlying financial systems, that is — 
that’s meaningless. What we need to do is improve our overall ef- 
fort in this regard, and the clean opinion should be a measure of 
our progress in that. That’s its major value. 

Mr. Dodaro. I would agree with what Mr. Lynn is saying, but 
I would say that if a department or any organization cannot get 
their end-of-year financial data correct 6 months after the end of 
the financial year, there is no hope to have underlying data correct 
throughout the year. It’s a starting point. It’s not an end in and 
of itself, but a starting point to get year-end data correct so that 
at least you have annual trends that you can track over a period 
of time. It is a modest beginning, but it’s a necessary one. 

Mrs. Biggert. Thank you, Mr. Chairman. 

Mr. Horn. Thank you. Did you get enough people answering that 
last question? It’s a very important question, so let me pursue it 
a little bit. I will yield myself some time on this and then turn to 
Mr. Turner. Are the logistic systems part of the problem, the inven- 
tory controls and the interface with the financial systems? It seems 
to me that you have a product, you purchased it, it has a certain 
value on it, it is located in a certain place. Tell me how that works, 
Mr. Lynn, and how far along we are in getting those matchups? 

Mr. Lynn. The logistics systems are indeed a problem, Mr. 
Chairman. One of the problems was alluded to in your question. 
You indicated they have a value. Actually, many of the logistics 
systems were not designed to do financial accounting. They didn’t 
include a value. They were just for accountability purposes to track 
the equipment but not to track the value. In other cases, if they 
track the value, they are interested in the replacement costs 
whereas the auditors would be interested in the initial purchase 
cost and then to depreciate that. 

Oftentimes the logistic systems do not actually have the right in- 
formation for us to be able to get a clean opinion. We are taking 
steps and we are moving in the direction of putting — either replac- 
ing those systems or putting modules in those logistic systems that 
provide that information. And we are taking steps. The first major 
one was this financial management improvement plan to try to im- 
prove the interfaces between those systems and the finance and ac- 
counting systems. 

Mr. Horn. Have you lined up different categories? And if so, give 
me some examples. I would think you are talking about the re- 
placement costs of cruise missiles. Pencils, who knows what you 
are talking about on that one. Can you just show me a few dif- 
ferent forms of logistic interface with financial management? 
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Mr. Lynn. You are getting into more of a detailed area that I 
think Mr. Toye would be better able to answer. 

Mr. Toye. Mr. Chairman, we have identified 83 critical feeder 
systems. These are the systems that are most essential to provide 
financial information to DOD to allow it to produce audited finan- 
cial statements. We are focusing on each of those systems, identi- 
fying the information that we need from those systems, deter- 
mining what the difference is between what is in there and what 
the needs are, and we are modifying the systems to get the infor- 
mation that we need. 

One of those areas, for example, would be property systems. An- 
other area would be medical systems. There are, within each of 
those categories, numerous systems that capture information. For 
example, in the property area there are multiple systems that took 
national defense weapons systems. There are systems that focus on 
real property. There are other systems that focus on what we call 
personal property which would include general equipment, vehicles, 
ADP systems and software. The problem in each of those systems 
is a little different. The overarching problem is the same, as indi- 
cated by Bill Lynn. Often those systems do not capture the value 
information that we need to report in our financial reports. 

Mr. Horn. For most Members of Congress who are not on the 
Armed Services Committee or on the Defense Appropriations Sub- 
committee, it came as a tremendous surprise that we did not have 
a very good inventory of cruise missiles. We heard of a few Toma- 
hawks floating around and a few cruise missiles turning around. It 
just seems to me that Congress would have been rather upset if 
they had known what maybe the Armed Services Committee did 
know but the rest of us didn’t know. 

When that word spread around here a few weeks ago that we 
were out of munitions, that came as a surprise to Members of Con- 
gress as a whole. Mr. Lynn. 

Mr. Lynn. Let me be clear. We are not out of munitions, Mr. 
Chairman. As I said, there are certain interim munitions in which 
the stocks have been reduced. We have gotten proposals to restore 
those stocks. There are other categories of munitions such as laser- 
guided bombs which just came in at the very front end of Desert 
Storm. A few were used then. We now have tens of thousands of 
those. 

It’s when you — as you shift from one munition to a more ad- 
vanced munition, there is a tendency to focus on the stock of the 
most advanced munition which will always be the smallest because 
you just started production. The munition just behind it, we have 
tens and tens of thousands. We are not running out of munitions, 
Mr. Chairman. 

Mr. Horn. Now you noted that you have got — was it the JASSM 
missile? 

Mr. Dodaro. JASSM. It’s a joint-air-to-surface missile. 

Mr. Horn. Because I thought of tea when you first said it, and 
I also thought of a jazz man in New Orleans, and I wasn’t quite 
sure what that was. Now we have gotten that straight for the re- 
porter. Right now if somebody asked you what is your surplus in 
the Pentagon budget, could you give them a number? 
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Mr. Lynn. We don’t have a surplus in the Pentagon budget, Mr. 
Chairman. We spend every dollar that you give us, and we try to 
spend it responsibly. 

Mr. Horn. How much money did you have at the end of fiscal 
year 1998, that you could reprogram? 

Mr. Lynn. I don’t have that number in my head. I could provide 
it for the record. 

Mr. Horn. Without objection, it will be provided for the record. 
Was it $20 billion? Was it $50 billion reprogrammable money? 

Mr. Lynn. Oh, no. It would be nowhere near that. To give you 
an order or magnitude, the omnibus reprogramming which is 
where we pull together all of that kind of effort where we try and 
take account of the things that have changed. Some things change 
in which we either need more money and other things change that 
we need less money. 

The omnibus reprogramming last year was about $1.5 billion, I 
believe it was. It would be about a half of a percent of the Depart- 
ment’s overall budget was reprogramed. That’s both a positive and 
a negative. In other words, in some cases, an acquisition program 
may miss a test or something and, therefore, resources would not 
be able to be spent on that program. In other cases, say in a depot, 
we do more depot maintenance than we anticipated, so we would 
shift resources from one area to another. But the magnitude would 
be in that area. 

Mr. Horn. So it would be $1 to $2 billion roughly. 

Mr. Lynn. That is the normal reprogramming that the Depart- 
ment proposes over the course of the year. Congress actually limits 
our transfer authority. The limit in the transfer authority this year 
is $1.6 billion. Last year, I think it was a little bit over $2 billion. 

Mr. Horn. I forgot to look at the language, but I looked at it 
years ago. Generally, you get the sign off of the Chair and the 
ranking member of your Appropriations and Authorizations Com- 
mittee. Is that how that currently works? 

Mr. Lynn. That’s correct, Mr. Chairman. All four of the oversight 
committees need to approve a reprogramming and they need to ap- 
prove both the source, that is where the money is coming from, and 
where the money is going to. 

Mr. Horn. Now, we have had Clinger-Cohen in law for about 2 
years, right? I don’t know the exact date. 

Mr. Lynn. I think he has been Secretary for 2 years, so a little 
bit longer than that. 

Mr. Dodaro. It has been 3 years. 

Mr. Horn. What have we learned from the use of Clinger-Cohen 
in terms of liberalization of acquisition, and has that been reflected 
in your financial systems, and what has been the difference be- 
tween what you did and had prior to Clinger-Cohen that you have 
now? 

We are going to hold a hearing on seeing what agencies are tak- 
ing advantage of this legislation and liberalized purchasing, and I 
am just curious about any feelings in the financial management 
community in relation to that acquisition law. 

Mr. Lynn. I’m not sure where you are going with that, Mr. 
Chairman. 

Mr. Horn. I’m going for an answer, hopefully. 
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Mr. Lynn. I guess I don’t have enough of a question. 

Mr. Horn. Let’s try it out on GAO and the Inspector General. 
Have you done anything to see how that is being administered? 

Mr. Dodaro. From our standpoint, we have been focussing more 
on the aspects of the law to reform the information technology in- 
frastructure, putting CIOs in place with the requisite authority, 
using disciplined investment processes, and good cost-benefit anal- 
ysis. There were, as you point out, some provisions to allow for pi- 
loting in the information technology arena some advanced acquisi- 
tion reforms. To my knowledge, there has not been very many pi- 
lots exercised. I would have to go back and check on that. 

Mr. Horn. It’s been in effect 3 years. Is there any plan by the 
General Accounting Office to take a look at it and see how it is 
being administered? 

Mr. Dodaro. Yes, there is, because it is up for reauthorization 
in 2001. We are targeting for that, and we plan to move more 
resouces into that as soon as we emerge from this Y2K computer 
challenge. 

Mr. Horn. So that would be early in 2000 you would start? 

Mr. Dodaro. Start taking an indepth look at all aspects of the 
legislation. 

Mr. Horn. How about the Inspector General’s office? Any 
thoughts, since that is a major purchaser for the Federal Govern- 
ment? 

Mr. Lieberman. Mr. Chairman, first of all, we are largely in the 
same boat the GAO is, that is, we are so involved in the Y2K con- 
version that we have had to defer a lot of potentially very impor- 
tant audits of DOD’s investment processes for information tech- 
nology and also of our security systems. 

There are many different systems involved in the financial man- 
agement area. There are roughly 200 systems that are directly per- 
tinent to preparing financial statements alone. Many of those are 
development efforts and others are modification efforts. 

I would say that the application of the principles of the Clinger- 
Cohen Act has been very uneven. We could probably find examples 
on either end of the spectrum. Some programs would be considered 
models in terms of good application of principles like modular de- 
velopment, good oversight, good involvement by the Chief Informa- 
tion Officer, et cetera. And on the other hand. I’m sure that we 
could find lots of examples where the feedback is not so positive. 

We need to do a lot more auditing across the spectrum of IT in- 
vestments in Defense, which spends $15 billion a year buying and 
modifying systems. As Mr. Mancuso’s testimony indicated, for just 
this population of 200 financial management related systems, we 
don’t really have the kind of management control and oversight of 
the whole process that Clinger-Cohen envisions. So there is consid- 
erable extra work to do. 

Mr. Horn. One of the concerns that Members of Congress will 
have in various committees in both bodies will be the degree to 
which Clinger-Cohen has reflected some of the purchases at least 
in small business or in minority businesses, because as some of you 
will remember, we had quite a battle on the floor in getting that 
legislation through two chambers. It’s just one of the things that 
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we will be asking about, and we might as well build it into the 
study. 

Ten minutes to my colleague, Mr. Turner of Texas, the ranking 
member. 

Mr. Turner. I want to talk a little bit with you about the prob- 
lem of overspending and budget authority. It’s mentioned on page 
18 of the GAO testimony today. Just for clarification on my part, 
we were talking a minute ago about reprogramming and this $1.6 
billion in transfer authority. Are we talking about the same thing? 
In other words, the Department has the authority to transfer this 
year $1.6 billion, but is that what we are talking about that is ap- 
proved, or is that a separate matter? 

Mr. Dodaro. It’s a separate matter. 

Mr. Turner. Explain that to me so that I will have an under- 
standing. It might help me with the next series of questions. 

Mr. Lynn. The reprogramming involves resources that were 
originally appropriated by Congress for one purpose. That purpose 
can no longer be accomplished so the Department returns to Con- 
gress through its four oversight committees and proposes a dif- 
ferent purpose for that funding. That’s the process that I was dis- 
cussing with Chairman Horn. The limit on that transfer authority, 
which is the reprogramming, is this year $1.6 billion which is 
somewhat less than it was the prior year. But it’s generally in that 
$2 billion neighborhood. 

Mr. Turner. Those are separate things. You can transfer $1.6 
billion within your budget? 

Mr. Lynn. That’s right. 

Mr. Turner. That’s not subject to any congressional approval? 

Mr. Lynn. It is subject to approval by the four oversight commit- 
tees, the House and Senate Armed Services Committee and the De- 
fense subcommittees of the two Appropriations committees. 

Mr. Turner. So the reprogramming that you do has to fit within 
the $1.6 billion? 

Mr. Lynn. That’s correct. 

Mr. Turner. Returning then to the portion on page 18 of the 
GAO testimony — and I suppose I could direct this to Mr. Mancuso 
or Mr. Lieberman. I assume that I found the right audit report 
here, the one that refers to the oversight of the Air Force. Is it in 
this report that the GAO is referring to the $1.1 billion that were 
obligations incurred in excess of available budget resources as of 
September 30, 1998? 

Mr. Lieberman. We have issed two reports on the Air Force fi- 
nancial statements, one on the general funds and one in the work- 
ing capital funds. They are both equally thick so I’m not sure which 
one you have in hand. 

Mr. Turner. Irrespective of whether I have been looking at the 
right one or not, let’s just look at the GAO testimony. It makes 
mention of the fact that the Air Force audit agency reported that 
the Air Force’s depot maintenance activity, which is a component 
of one of the Department’s working capital funds, may have in- 
curred obligations of $1.1 billion in excess of available budgetary 
resources as of September 30, 1998. 

I guess what I would like for you to do for me is explain — it says 
may have occurred, as if maybe it occurred and maybe it didn’t — 



106 


but that would be an awful lot of excess obligations that were in- 
curred there by the Air Force if they had no budgetary resources 
to fulfill those obligations. If that’s the problem, would that be the 
kind of thing that the Air Force and the DOD should have come 
forward with and asked for a transfer or a reprogramming to rem- 
edy that problem? 

Mr. Lieberman. In a case of this type, whenever you have an ap- 
parent overobligation, or overdisbursement for that matter, wheth- 
er it is a small amount or gigantic one like this, there probably will 
have to be an Antideficiency Act violation investigation, because it 
is a criminal offense to overspend. 

This is a very structured process. The word “may” is used in 
there on purpose because the auditors can’t normally determine de- 
finitively that there has been an overobligation or overdisburse- 
ment. We are dealing with records that are flawed. It may well be 
that after the records are straightened out there is not overspend- 
ing, but this has to be investigated and it will be investigated. The 
Department of the Air Force will have the responsibility to conduct 
an Antideficiency Act violation investigation. If a violation is deter- 
mined to have occurred, the details have to be reported by the Sec- 
retary of Defense to the President and the Congress. 

Mr. Turner. If that had been discovered earlier, then it could 
have been remedied by a request for reprogramming? 

Mr. Lieberman. Yes. They will have to find a way to cover the 
deficiency either through a supplemental appropriation or using 
current year budget authority. But for an amount that size, cer- 
tainly they would break a reprogramming threshold and have to 
come back for congressional approval. 

Mr. Turner. Give me a little bit of a description so that I can 
understand. What are we talking about that this $1.1 billion may 
have been spent for? These are Air Force depot maintenance activi- 
ties. I am a little bit at a loss as to how we could spend $1 billion 
more than we have budget authority to do so without anybody no- 
ticing it or coming forward or requesting reprogramming or some- 
thing. It is a lot of money, even though it does say may have. 
Somebody must think they are on to something here. 

Ms. Jacobson. Mr. Turner, perhaps since I put it in the testi- 
mony I can explain what the background of this particular trans- 
action is. The Air Force does not have a budgetary system com- 
parable to some of the other services — this depot maintenance facil- 
ity does not have a budgetary system comparable to some of the 
other systems in DOD. What they were doing was using an esti- 
mate of what their — the budget authority and maintenance account 
really stems from how much they believe they are going to get in 
orders and from the service itself. 

So the service orders goods and services from the depot to pro- 
vide depot maintenance, and then the depot uses the money as 
their budget authority to pay for their people and their inventories 
to do the actual activity that they are there to perform. These are 
supposed to be working capital — they are working capital funds. 
They are supposed to be run like business operations. 

Basically, they are supposed to be on a break-even basis. Money 
comes from the services to pay for the activity as if it were a busi- 
ness activity. They can spend as much as they are going to get 
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from the services. And in this case, what they were doing is esti- 
mating what they thought at the beginning of the year they were 
going to get from the service, from the Air Force, and using that 
as their budget authority; and, in fact, they did not get that much 
activity in that depot. So they ended up obligating more than they 
actually got in orders and activity from the Air Force. 

Mr. Turner. So this problem occurred at one particular depot lo- 
cation? 

Ms. Jacobson. I believe there were a couple of incidences in Air 
Force, but I would have to go back and check the Air Force report. 

Mr. Horn. Would the gentleman yield for 10 seconds. I’m curi- 
ous, was this at McClellan Air Force Base? 

Ms. Jacobson. I don’t know specifically. 

Mr. Horn. How many people were involved? I hear you saying 
something back there but I can’t quite 

Mr. Warren. There are five Air Force maintenance depots in the 
working capital funds, so it could have been an accumulation 
among those five. Two are in the process of closure 

Mr. Horn. Just let the reporter know name and title and so 
forth. 

Mr. Warren. Dave Warren, Director of Defense Management 
issues for GAO. 

Mr. Horn. I was just curious because those were authorized, or 
rather recommended by the Hoover Commission. This would be a 
way that government could do business. And presumably what you 
took out, as you say, Ms. Jacobson, you get other services or your 
own service to pay for whatever those maintenance and repairs are. 
Mr. Turner certainly raised a very pertinent question as to over- 
optimistic budgeting. 

Ms. Jacobson. In terms of reprogramming, generally, again, 
these organizations are supposed to recover their cost through their 
rates. So we would have expected that they would have to raise 
rates either now or in the future to recover any overexpenditure. 

Mr. Horn. It isn’t limited to the Air Force in terms of uses. It 
is other services that can use it. Right? 

Ms. Jacobson. That’s correct. 

Mr. Horn. Go ahead. 

Mr. Turner. Give me a feel for — we are talking about $1.1 bil- 
lion in excess obligations. What is the total picture in terms of the 
total expenses related to depot? We are talking about $1.1 billion 
out of $5 billion or how big of a problem are we looking at here? 

Ms. Jacobson. My associate behind me is saying that it’s about 
$5 billion for the depots, for the Air Force depot. 

Mr. Turner. Do we attribute this kind of problem to just total 
incompetence on somebody’s part? It seems like a serious break- 
down to say that $1 billion out of a roughly $5 billion operation 
was overobligated. That’s a little bit of a shocking number. 

I ask the size of it because we have been cautioned here a 
minute ago not to be too struck by these billion dollar figures be- 
cause it may be one half of 1 percent of something. Obviously that 
one wasn’t. It seems to me a very serious problem. I see my time 
has expired, Mr. Chairman, and I will defer back. 

Mr. Horn. If you would like to finish up 
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Mr. Dodaro. If I might, Mr. Chairman, to just add just one 
broad point to this whole discussion is that prior to fiscal year 
1998, the agencies prepared budgetary statements on how well 
they complied with fund control procedures and provided that in- 
formation to the Treasury Department and 0MB. That information 
was not audited. 

Beginning with fiscal year 1998, the statement of budgetary re- 
sources, how much budget authority agencies were given and how 
much had been obligated and how much remains unobligated, prior 
year balances, carry overs, et cetera, is now subject to these annual 
audit requirements to ensure that there is budgetary integrity in 
the system; and, indeed, that agencies are complying with the lim- 
its established by the Congress. 

So we are hopeful, and that’s one of the reasons why annual re- 
quirements are important, that this new requirement in place now 
will lead to more attention being given to these matters during the 
year by agencies to make sure that their fund control procedures 
that are in place are operating effectively and do provide them the 
internal control necessary to make sure that they either did not 
overobligate, or have obligations that could be deobligated and used 
for other purposes. 

That’s when some of these investigations take place and people 
go back and scrub these accounts. They find that they have obliga- 
tions on the books here that they didn’t use, so they deobligate that 
money to cover these overobligations and that is why there is 
“may” in many of these cases until those thorough investigations 
are done. That tells us from an audit standpoint that there needs 
to be more rigor in making sure that the fund control processes op- 
erate as intended. 

Mr. Toye. Mr. Turner, if I may, all violations have a negative 
number, but not necessarily all negative numbers are a violation 
or are the result of a violation. Let me give you some examples. 

Recently in the Navy, preliminary indications were that poten- 
tially a number of Navy accounts, over 20, about 29, may have in- 
curred a violation. DOD investigates, as the IG indicated, all of 
those negative numbers. In those instances in which we have com- 
pleted those investigations — I should say the Navy has completed 
the investigations — on over 20 of those 29 accounts, none of those 
were a violation. 

Regarding the incidence of the Air Force negative numbers, DOD 
will also take a look at that. However, the fact that it is a negative 
number does not by itself mean that it is a violation. That’s why 
the auditors tend to use the words “may have been” because it may 
be, as indicated, an accounting error. 

It may be other valid reasons that something different than a 
violation or an overobligation, even though that’s what it appears 
to be at first. We do followup on all of these negative numbers and 
we do investigate them and we do find that a number of them are 
simply not overobligations, but we cannot — and we do not — ignore 
them when the negative numbers appear. 

Mr. Horn. One last question and then it’s Mrs. Biggert’s turn. 
I just want to get the record clear. 
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When you find this series of negatives for one reason or another, 
can you balance those off with other funds in the DOD and the var- 
ious services where you would pick up a surplus to balance them? 

Mr. Toye. If we have a violation, then the Department needs to 
correct that violation. They need to fund it. It depends upon the 
level at which the violation occurs. For example, if it’s below the 
appropriation level, if it’s at a particular command — let’s pick on 
the Army since we haven’t talked about them yet — if it’s at an 
Army Command but at the Army appropriation level, and there is 
sufficient funds to fund that negative number, we can do it within 
the appropriation. If it’s at the appropriation level, then we would 
have to come back to the Congress. But we always report it. 

Mr. Horn. Ten minutes to the gentlewoman from Illinois, Vice 
Chairman Biggert. 

Mrs. Biggert. Thank you, Mr. Chairman. I just have one ques- 
tion and that is to start with Mr. Dodaro. You mentioned that the 
Department has underestimated the future cost of environmental 
cleanup in the disposal of weapons systems, and then for 
unexploded ordnance — I guess that’s how you pronounce it — from 
the training ranges. How poorly has this been done? And I guess 
my question is, how does that fit into the whole scheme of the fi- 
nancial management? 

Mr. Dodaro. Basically, those figures that the Department has, 
it’s not how poorly the case is. They just have not made estimates 
for those major classes of weapons systems disposals. We have been 
undertaking discussions with them. This is in the category of ac- 
counting standards that have been adopted but need to be imple- 
mented by the Department. 

Those amounts are material essentially to the consolidated finan- 
cial statements of the U.S. Government along with the environ- 
mental disposal liabilities estimated by the Department of Energy 
for cleanup and nuclear weapons complex. That was the one area, 
looking across the government on the consolidated financial state- 
ments, that we knew was understated. 

In many other areas, we didn’t know if the right number was 
there. It couldn’t be substantiated with this area, because those es- 
timates are not yet being made, that we reached that conclusion 
that we did. So the Department is in the process now of adopting 
that standard and then methodologies need to be developed to have 
a sound basis for making those estimates. 

We have provided the Department with some information based 
on our research of how that could be done as a starting point, a 
foundation, but they need to implement it. 

Mrs. Biggert. Mr. Secretary. 

Mr. Lynn. Mrs. Biggert, we are doing exactly what Mr. Dodaro 
said. This goes back, I think, to my comments of my original testi- 
mony where I said we are making the shift from a system where 
we were essentially a budgetary-based system to now we are doing 
an accrual-based system. 

Under a budgetary-based system, your environmental liabilities 
wouldn’t be on the books until you budgeted for them. On the ac- 
crual-based system that we are moving to, you would anticipate 
those liabilities and include them on the financial statement. That 
is exactly the shift that we are making now. 
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Mr. Dodaro is exactly right. We are in a discussion over what 
standards ought to he applied with the FASAB and the other par- 
ticipants in that, and then we are looking at methodologies to try 
and come up with an acceptable means of estimating those liabil- 
ities. I think that we are actually making some progress in that 
area. 

Mrs. Biggert. Thank you, Mr. Chairman. 

Mr. Horn. We thank you. Let me just ask a few general ques- 
tions here and let everybody get into it. I have a lot of confidence 
in Secretary Cohen and Deputy Secretary Hamre. 

Mr. Lynn, you are the Under Secretary. What is it that you need 
to solve those problems, and are you getting the support from the 
Secretary and the Deputy Secretary? Could you outline for us the 
strategy of how the next time we meet we will have a lot of these 
things cleaned up; and, if we are going to have that situation, what 
are you going to have to ask for? 

Mr. Lynn. Mr. Chairman, I think that we have asked for it. It 
starts at the top, as you said. We have the support of Mr. Cohen, 
who came to the Department with some experience in this area. 
You referenced the act. He sponsored the Clinger-Cohen Act and 
his participation in your corresponding body in the Senate in which 
he was a Member. Deputy Secretary Hamre, having had this job, 
fully understands the problems and is committed to the solutions. 

What specifically are we doing? That I tried to indicate in my 
opening testimony. The biggest thing we need to do — and it was a 
point Mr. Mancuso stressed — is we need to improve the systems. 
We have a plan in place that is going to update all of the financial 
accounting systems and neck them down to 32 . That should be 
complete by 2002. We are two-thirds done; we are on track to com- 
plete the rest. That will put us in a very good position with regard 
to the 20 percent of the data that is on the financial statement that 
comes from those systems directly. The other 80 percent that we 
have taken the next step just this past fall, which is to do a finan- 
cial management improvement plan. 

The major comment that we got from the auditors is we need to 
take further steps on the feeder systems. They are absolutely right. 
That is, indeed, the next step. That is where we are going. I have 
been holding meetings on a monthly basis with all of the depart- 
ments which are the action agents in this regard. We have tapped, 
in general, the financial manager of each department to try and 
put in place a system of upgrades to the feeder systems, the logis- 
tics, the acquisition, the personnel, the medical systems, all of the 
various systems that feed data into the finance and accounting. We 
are taking those steps as we speak. 

As I said, it involves quite a major effort involving all compo- 
nents in the Department. Finally, we have been meeting not quite 
on a monthly basis, but with the audit agencies as well as 0MB 
to develop these interim strategies that I mentioned earlier. 

I think the most helpful step and really the corner stone of that 
effort was the auditors identifying what they the called “show stop- 
pers.” What are the five or six items that are really causing us — 
what are the five or six deficiencies in the financial statement that 
we really need to address, valuation of real and personal property, 
the connection of the inventory systems and so on. 
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Mrs. Biggert just left, but the liabilities issue that she men- 
tioned. We are attacking each one of those. We are trying to de- 
velop a strategy that will get us better data in advance of the final 
effort which is the improvements in the systems. 

Mr. Horn. Does the General Accounting Office have anything to 
add to that outline of a strategy to solve some of these problems? 

Mr. Dodaro. As I indicated in my statement, both oral and writ- 
ten, I’m very encouraged. The Secretary had put out a memo- 
randum, which is the first time that there is a written document 
urging that this be given priority across the Department. 

And everything that Mr. Lynn outlined is correct. We are engag- 
ing in short-term activities. The big question mark in my mind is 
that financial management reform is a Department- wide issue. And 
Mr. Lynn is a very important player there, but he needs the co- 
operation of both the military and the civilian leadership across the 
Department. 

I was also encouraged that the Secretary adopted the financial 
management reform under the defense reform initiative which 
means that the senior management of the agency will follow it and 
track it and develop it. That to me will be the telling of the tale 
as to whether or not the reforms are adequately implemented a 
year from now; as to whether the financial management reform is 
as vigorously pursued as the year 2000 computing challenge prob- 
lem; and whether the very top people across the Department are 
helping Mr. Lynn and his colleagues achieve change. 

That, only time will tell. But unless that happens, a lot of these 
plans will not bring about the real improvements that are needed. 
But the foundation is being laid. This is a question of follow- 
through and execution on the plans. And Defense, like a lot of 
agencies, have had many good plans that just stay on the shelf and 
never get implemented. This is a case where we are watching that 
very closely, and that will be the pivotal element in this whole ex- 
ercise. 

Mr. Horn. Mr. Mancuso, how does the Inspector General feel? Is 
that strategy outlined by Mr. Lynn acceptable to the Inspector 
General’s office? 

Mr. Mancuso. Yes, it is. And I would add that the Secretary, the 
Deputy Secretary, and Mr. Lynn have been supportive of our ef- 
forts. In the past few years — and I know your committee has heard 
this story — our budget had been planned to decrease at a dramatic 
rate. We were up around 1,650 people in 1994; we’re at about 1,250 
people now, and we were scheduled to decrease another 200 people 
in the next 2 years. 

The Department sat down in good faith and discussed this mat- 
ter with us. We presented our concerns as to why we felt that we 
could not do our statutory job and the job that the Department de- 
serves and needs in handling such things as high risk areas, et 
cetera, without some relief. 

The Deputy Secretary and the Comptroller negotiated that relief 
with us. We’re now on an even path to maintain approximately our 
current level of resources, and we believe we will be able to cover 
the things that absolutely need to be covered. We also have ongoing 
negotiations with the Comptroller involving the number of entities 
for which annual statements will be required. 
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And we feel that with some possible relief in that area, we may 
be able to shift some resources toward, again, more concentration 
on the underlying problems. We also have, I think, a healthy rela- 
tionship with the Department in that we’ve been asked to partici- 
pate in well over 100 process-action teams and improvement task 
forces in the Department. 

So the IG has become an active player in identifying some of the 
problems and seeking solutions at an early stage. And as Mr. 
Dodaro said, we view as very positive the fact that the Department 
is willing to consider using the Y2K methodology in addressing 
some of the more serious financial management challenges that we 
have. 

So in sum, I would say that we are quite pleased and we believe 
that we have general agreement with the Department as far as 
how efforts need to be focused in addressing such important chal- 
lenges as financial management. 

Mr. Horn. We could stop here, but I just want to get them on 
the record. Computer system security, the General Accounting Of- 
fice, and the Inspector General have reported on the vulnerabilities 
that exist in the Department of Defense’s computer systems. The 
Inspector General, in its written testimony, stated that the defense 
financial systems that processed nearly $300 billion in disburse- 
ments annually are clearly at risk. 

Could you expand on that area. How much of a problem is this? 
Usually, we’ve read headlines somewhere during the year that 
some 18-year-old has cracked into a defense system. I mean, can 
we protect most of those or where are we on that? 

Mr. Mancuso. Again, what I would say is that, as you are well 
aware, 18-year-olds may attack any system. We had a case just re- 
cently where there was an attack on a DOD system and the same 
individual had actually had a hacker attack on a nuclear facility 
in India, so that there’s certainly no sacred systems out there. 

The Department of Defense presents a very dramatic challenge 
for a lot of hackers. Our financial systems are of great concern, and 
the Department is rightfully not placing emphasis solely on secu- 
rity issues. They’re looking at whether we are protecting our re- 
sources. 

The way to do that is through a strong infrastructure protection 
program; and we’re working on that. We’re reasonably satisfied — 
in fact we are satisfied with the efforts of the Defense Information 
Systems Agency in that regard. We have individuals, trained indi- 
viduals, that we have placed in DISA to help us develop the mecha- 
nisms to identify problems and to react to them. So on that one, 
yes, we are satisfied with what the Department is doing. We’re rea- 
sonably assured that the right level of effort and concern is being 
placed there. 

And we’re hopefully optimistic, I guess, that the controls that are 
in place or are being put in place right now will succeed. 

Mr. Horn. Any comment from the General Accounting Office? 

Mr. Dodaro. From our aspect, as you know, we’ve identified 
computer security across the Federal Government as a high-risk 
area. Along with Y2K, back in early 1997. Those were the first two 
areas we’ve ever identified governmentwide on our high risk pro- 
gram. The risks are increasing as we become a more interconnected 
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world, if you will, the increased use of the Internet. The Internet, 
as many people have said, it’s not ready for prime time from a se- 
curity standpoint. 

But to give you some indication, in 1995, we issued a report 
where the Defense Department estimated that there were approxi- 
mately 250,000 hacker attacks on the Department during that par- 
ticular year and it estimated about 60 percent or so have been suc- 
cessful. This is a growing problem. 

I agree with Mr. Mancuso that the Department has given this 
elevated attention over the past few years, thanks to Deputy Sec- 
retary Hamre. I also know Mr. Lynn has been involved, as well the 
Defense Information Agency. They do have an information assur- 
ance plan in place. It’s being staffed now. But, again, it’s not yet 
implemented; and it needs to be implemented. 

And this is another example of a Department-wide problem that 
needs department-wide attention and execution. And we’re going to 
continue to followup and evaluate those computer controls as part 
of the annual audit. But the Department of Defense, like some 
other Department’s are really an attractive target for people; and 
there’s growing capacity of people developing information warfare 
capabilities. And this is a very serious issue. 

I was pleased to see after we designated this a high-risk area the 
President came out with a decision directive. Presidential Decision 
Directive 63, that talked about trying to secure critical information 
infrastructures across the country, not just the Federal Govern- 
ment, but on electric power systems, telecommunication systems, 
and transportation systems. It’s a very important issue. And I 
would urge this committee to really continue to keep an eye on 
that. 

Mr. Horn. Mr. Lynn, do you want to add something to that? You 
heard the 1995 number. What has it been in 1998, 1999 in terms 
of hacker attacks? 

Mr. Lynn. I’m afraid that’s outside my knowledge at this point. 
I would be happy to provide it. 

Mr. Horn. OK. For the record. 

Mr. Lynn. For the record. 

Mr. Horn. Without objection, it will be in the record. 

This is really a national security thing, obviously. Is the National 
Security Agency involved to help get at the hacking problem? 

Mr. Lynn. Yes, they are. They are — there are a couple of agen- 
cies in the Department. Mr. Dodaro mentioned DISA, the Defense 
Information Assistance Agency. We also have an information assur- 
ance team at the NSA, and they do a great deal of work both in 
terms of monitoring our systems as well as looking to the future 
and trying to anticipate future threats and develop hardware and 
software and techniques for doing that for dealing with that. 

Mr. Horn. There’s no problem within NSA’s help, no problem in 
having their help? 

Mr. Lynn. No, they’re a full member of the team. 

Mr. Horn. Yes, OK. Because Secretary Weinberger, I think, was 
the first Defense Secretary they realized they report to him; and 
when they were going around him, there was little discussion with 
the then commanding general. I’m glad to hear they are helping. 
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Mr. Dodaro. Mr. Chairman, I might add that the National Secu- 
rity Council has been given lead responsibility under this Presi- 
dential Decision Directive to get involved. They’re asking for plans 
from each of the Federal agencies. They’re working with 0MB. 
We’ve made a series of recommendations to make sure that it is 
coordinated and there’s adequate follow through. So, again. I’m 
pleased to see that they are involved on a broad basis. 

And they’re also trying, as relates to an earlier question by Con- 
gressman Ose, to develop training to make sure there are ade- 
quately trained people to be security administrators in the area. 
This is another area where security is always taking a back seat 
to making the system more user friendly, more easily accessed; and 
security now needs to be elevated to be a competing priority. 

Mr. Horn. That’s fine. Nothing else to add, Mr. Lynn, to this? 
You’re happy with the security? 

Mr. Lynn. Well, I don’t want to say happy or satisfied. We’re 
well aware of our attractiveness as a target. With my specific re- 
sponsibilities for the defense finance and accounting service, we are 
taking it very seriously. We have a team down in Florida that fo- 
cuses exclusively on that, as I think Mr. Mancuso’s testimony indi- 
cated. We have taken the vast majority of the IG recommendations 
with regard to that. And it’s, I think, a constant effort to try and 
stay ahead of the hackers and other people who would wish us ill. 

Mr. Horn. OK. The General Accounting Office has testified that 
in raising its capitalization threshold from $5,000 to $100,000. The 
Department of Defense has effectively removed billions of dollars in 
assets from accounting controls. Do you still feel strongly on that? 

Mr. Dodaro. Well, part of 

Mr. Horn. Can you elaborate? 

Mr. Dodaro. Well, that issue, the capitalization threshold issue 
needs to be reexamined. Mr. Lynn and myself and our organiza- 
tions have had an ongoing dialog about that, as well as with the 
contractors that DOD has hired to look at the real property and 
personal property area. I know Mr. Lynn is going to have them 
take a look at the capitalization threshold. I’m very encouraged 
that they’re reconsidering that now, and hopefully we can come to 
an acceptable outcome that we can all feel is an agreeable solution 
to this issue. 

It’s important not only from asset control and accountability but 
also in coming up with costs associated with the useful life of the 
assets and spreading those costs over a period of time, so that 
when cost comparisons are made between DOD activities and com- 
mercial activities where they have much lower capitalization 
thresholds and their costs are spread over a period of time that 
there’s a comparability and also for charging prices under DOD’s 
working capital funds so that there’s adequate consideration of 
what the appropriate costs would be over time, depending on the 
assets. 

Mr. Horn. How would you define the capitalization aspect at 
$100,000? I mean, is there a definition there of what is in and what 
is out in terms of capitalization or potential capitalization? 

Mr. Dodaro. The Department has a definition that’s fairly ge- 
neric, although there are some nuances. I think the likely outcome 
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will be more capitalization thresholds targeted to different types of 
assets, rather than a more of a generic approach. 

Mr. Horn. How are we defining this, Mr. Lynn? 

Mr. Lynn. As Mr. Dodaro indicated where this is an issue that 
we’re actively working, as we speak, I guess I would not agree with 
your characterization. The threshold takes assets off the statement. 
That is actually not true. It’s a question of timing. Assets that are 
above the threshold are put on the statement and depreciated over 
time. Assets that are below the threshold are also on the state- 
ment. They’re just expensed all in the year that they’re purchased. 
But either way, they end up on the statement. The difference is, 
as Mr. Dodaro indicated, the accounting treatment. Do you want to 
treat this as a capital asset which you depreciate? 

We think at this point $100,000 is the right level. We do not 
want to depreciate, say, a fire hydrant. That isn’t valuable. Actu- 
ally, it takes quite a bit of work to depreciate these things, and 
there’s no value to us in depreciating things that low. 

Having said that, we have asked, as Mr. Dodaro indicated, two 
private contractors to come and, based on commercial standards, to 
come in and recommend to us where our thresholds ought to be. 
And we plan to evaluate those recommendations as we get them 
later in the summer and work with GAO. 

The other point I would make, though, is DOD’s threshold at 
$100,000 actually puts it in the middle in terms of government 
agencies. There are several agencies that are higher, or at 
$100,000, that have received clean opinions, and GAO has ap- 
proved those clean opinions. Those are agencies that are consider- 
ably smaller than that that have many fewer assets and you would 
think have a lower threshold than DOD, but it’s actually equal to 
or greater. 

So there’s a prima facie case there that we’re at least at a rea- 
sonable level if other agencies are able to get a clean opinion at 
that level. 

Mr. Horn. Does the Inspector General have a dog in this hunt? 

Mr. Mancuso. I think I’m going to defer to Mr. Lieberman on 
this one. 

Mr. Lieberman. No, we do not feel strongly about what the 
threshold should be. As these gentlemen and lady know, we’re most 
concerned with the Department’s ability to accurately account for 
these items, no matter what the threshold ends up being. So I 
think we will just stay on the sidelines and then try to enforce the 
rule, whatever it turns out to be. 

Mr. Dodaro. As Mr. Lynn indicated, this is a governmentwide 
issue, and we’re exploring it on a governmentwide basis to make 
sure there’s consistency across the agencies. 

Mr. Horn. You’ve got a study under way? 

Mr. Dodaro. Yes, we’re going to start this spring. 

Mr. Horn. Has that been requested by a particular committee? 

Mr. Dodaro. No. 

Mr. Horn. We will request it then. 

Mr. Dodaro. I can always count on this committee, Mr. Chair- 
man, for requests. 
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Mr. Horn. I held this partnership in assets of property last 
week. We might as well see what’s being either amortized or ex- 
pensed, as the case may be. 

Mr. Dodaro. Request accepted. 

Mr. Horn. Although I have great sympathy with Mr. Lynn, why 
are we fiddling around with a fire plug at $5,000? 

Mr. Dodaro. I don’t think that’s in my statement, Mr. Chair- 
man. We’re not talking about fire plugs. 

Mr. Horn. OK. That’s gone to the dogs, too, I think. 

Are expense assets tracked as to where they are or is it what the 
condition they’re in or what are we talking about when you ex- 
pense something? 

Mr. Dodaro. Well, that’s part of the issue that we want to have 
examined. It’s one thing to have an expense, but there needs to be 
control from an internal control standpoint that the asset is safe- 
guarded, it’s protected from theft and, that the Department knows 
the location, the condition that they could use it properly. 

So that’s one of the other reasons why, as Mr. Lieberman just ar- 
ticulated, beyond the capitalization level, there’s a stewardship re- 
sponsibility for any use of the taxpayer money to make sure that 
there’s accurate tracking of that and to be put in place. So the 
asset accountability and stewardship responsibilities are through- 
out the use of the money and the tracking of those assets. That 
needs to be dealt with. 

There are problems associated with tracking, which are included 
in my statement and the Department’s and the Inspector General’s 
reports about inaccuracies of information of assets under $100,000 
and how those are properly accounted for. 

Mr. Horn. So, between the three forces here that relate to De- 
fense in some way or the other, you think this will be worked out 
on some consensus? 

Mr. Dodaro. That is our goal, Mr. Chairman. I must admit we’ve 
had some spirited discussions on this particular issue. I think — 
part of the problem is that there’s not accurate information to do 
analysis in the beginning, to find out how many of the Department 
assets — assuming certain threshold levels — how much of the assets 
are really removed and expensed on an annual basis. 

There’s also the comparability issue from an IRS standpoint. The 
IRS is much more judicious about a private enterprise’s assets that 
have a useful life over a year, and there are other standards that 
need to be looked through. So I’m always optimistic that we’re 
going to be able to work this out. I hope we can. 

But if we can’t, we will have to aclmowledge our differences and 
outline what those are and make the judgments that we’re all paid 
to make. 

Mr. Horn. Any comments, Mr. Lynn? 

Mr. Lynn. I certainly hope we will be able work it out. That was 
the purpose of the hiring — or asking the two outside CPA firms to 
make a recommendation was to try and get a common basis from 
which to proceed. It is a difficult issue, though. The Federal Ac- 
counting Standards Board did look at the idea of setting a govern- 
mentwide standard and found it too complex and too difficult and 
chose not to. 
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Mr. Horn. Have you had that report from the accounting firms 
yet? 

Mr. Lynn. No, they’re just reviewing the data bases as we speak; 
and as Mr. Dodaro indicated, you have to make first a judgment 
about the accuracy of the data bases and what the value of below 
$100,000 or below any threshold is, vis-a-vis the statement, before 
you can make a recommendation. So they’re in that part of the 
process right now. 

Mr. Horn. I assume you’re using the Y2K mess as a way to take 
a look at a lot of systems you either don’t need or you need in bet- 
ter hardware and software? 

Mr. Lynn. Yes, we are. 

Mr. Horn. This is an opportunity to throw a few overboard. 

Mr. Toye. Mr. Chairman, before we leave the capitalization 
issue, I think it’s important to understand that within DOD we 
make a distinction between accounting and accountability. And ir- 
respective of what the capitalization threshold is, that does not 
mean that anything below that threshold does not have account- 
ability controls, that is, we maintain controls, we know where the 
item is, and what the condition is. 

All of those items that Mr. Dodaro mentioned that we should do 
for those items below the capitalization threshold, we do do, so the 
accounting threshold does not automatically eliminate account- 
ability for those items that are below that threshold. And I think 
that point is important also to consider. 

Mr. Horn. Well, that’s certainly true on a base in terms of inven- 
tory. And it sort of mellows out, I think, at a few other levels. Has 
anybody lost any ships this year or missile launchers that we can’t 
find? 

Mr. Lynn. No, Mr. Chairman, we have not lost any ships or any 
missile launchers. 

Mr. Horn. OK. That’s good to know. 

On that optimistic view, we will close the hearing; and I will 
thank the staff for its work. I thank the witnesses for their work. 
J. Russell George is the staff director, chief counsel for the Govern- 
ment Management, Information, and Technology Subcommittee. 
The director of communications is way in the second row from the 
last wall there, Bonnie Heald, and professional staff member; and 
then on my left and your right, Larry Malenich, the detailee from 
the General Accounting Office. That’s why we get thoroughly into 
these things. Mason Alinger in the corner over there is our faithful 
clerk that makes sure that things are set up around here; and 
Richard Lucas — is Richard around today? Richard isn’t. He is our 
intern. Faith Weiss, counsel to the minority and Earley Green, 
staff assistant. And our court reporters are Cindy Sebo and Randy 
Sandefer. 

So with that, we thank you all for coming over. And we adjourn 
this session. 

[Whereupon, at 12:20 p.m., the subcommittee was adjourned.] 
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